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OPENING STATEMENT OF SENATOR CARL LEVIN, CHAIRMAN 

Chairman Levin. Good afternoon, everybody. The committee 
meets today to receive testimony on the role of the Department of 
Defense in homeland security. 

The committee welcomes Thomas White, Secretary of the Army, 
who has been designated by Secretary of Defense Rumsfeld as the 
Interim Executive Agent for Homeland Security. Welcome also Vice 
Chairman of the Joint Chiefs of Staff, Gen. Peter Pace, joined by 
our two military leaders with direct responsibility for military con- 
tributions to homeland security, Gen. William Kernan, Commander 
in Chief, Joint Forces Command, which includes the Joint Task 
Force-Civil Support that coordinates military assistance to civilian 
authorities in the event of a major incident or attack on U.S. soil, 
and Commander in Chief, U.S. Space Command, Gen. Ralph 
Eberhart, who joins us in his capacity as Commander in Chief of 
NORAD, the North American Aerospace Defense Command. We 
welcome both of you. 

On behalf of the entire committee, let me welcome each of you 
to the committee for a very important hearing. We had planned to 
hold this hearing in the larger central hearing room in the Hart 
Senate Office Building, but that building remains closed because of 
anthrax contamination, so our very setting today underscores the 
new threats facing the United States. 

This committee has focused on these threats for several years. In 
1998, Senator Warner created with my support the Emerging 
Threats and Capabilities Subcommittee, chaired first by Senator 
Roberts and now by Senator Landrieu. At extensive hearings, the 
Emerging Threats and Capabilities Subcommittee has focused on 
improving the ability of the Armed Forces to meet nontraditional 
threats including nonterrorism and unconventional means of deliv- 
ering weapons of mass destruction. 

In fact, based partly on those hearings, a Combatting Terrorism 
Initiative to improve the ability of U.S. forces to deter and defend 
against terrorism was approved by this committee in the National 
Defense Authorization Bill, which we voted to approve prior to the 
horrific terrorist attacks of September 11. We had acted in that 
way prior to September 11, but the attacks on New York and 
Washington have prompted an unprecedented military role in en- 
suring the security of the United States and the American people. 

The extraordinary has become the ordinary. In their State capac- 
ity, National Guardsmen stand guard at airports throughout the 
Nation. U.S. military aircraft, assisted by NATO AWACS surveil- 
lance aircraft, routinely patrol American skies. U.S. warships pa- 
trol our shores. These aircraft and warships are prepared to carry 
out a once unthinkable mission, if approved by the chain of com- 
mand: to shoot down hijacked U.S. civilian airliners that threaten 
Americans on the ground. 

These are extraordinary responses to an extraordinary threat, 
and they require a reexamination of the proper role of the U.S. 
Armed Forces in helping to ensure the security of the American 
people. That reexamination and reorganization has already begun. 
On September 30, the Department of Defense released its report on 
the Quadrennial Defense Review, which elevated the mission of 
homeland defense to the Department’s “highest priority.” 
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On October 2, the Secretary of Defense designated Army Sec- 
retary White as the Interim Department of Defense Executive 
Agent for Homeland Security. On October 8, the President des- 
ignated Pennsylvania Governor Tom Ridge as the new Assistant to 
the President for Homeland Security. On October 12, the President 
designated Secretary White as the Acting Assistant Secretary of 
Defense for Special Operations and Low Intensity Conflict. 

The Commander in Chief of NORAD, General Eberhart, now ex- 
ercises operational control of military aircraft over the United 
States, to include their mission of flying combat air patrols over 
New York, Washington, and other cities. Under General Kernan, 
the Joint Task Force-Civil Support stands ready to coordinate mili- 
tary assistance to civilian authorities in the event of a major inci- 
dent or attack on U.S. soil. 

Overarching all of these efforts is the Posse Comitatus Act of 
1878, a criminal statute that prescribes the limited circumstances 
under which the United States Armed Forces can be used to en- 
force the domestic law. That act states: “Whoever, except in cases 
and under circumstances expressly authorized by the Constitution 
or act of Congress, wilfully uses any part of the Army or the Air 
Force as a posse comitatus or otherwise to execute the laws, shall 
be fined under this title or imprisoned not more than 2 years, or 
both.” It is because this act does not apply to National Guardsmen 
in their State status that guardsmen are now being employed at 
airports. 

This new environment requires careful consideration of some im- 
portant questions by the committee. Among them are the following: 

What exactly is the definition of homeland security, and to what 
extent should the Department of Defense be involved in homeland 
security? 

How does the Department of Defense relate to the Office of the 
Assistant to the President for Homeland Security, Tom Ridge’s new 
office? 

Is the Department of Defense organized properly to deal with the 
many aspects of homeland security? For instance, is there a need 
for a new Commander in Chief, or CINC, for homeland security to 
coordinate the various military contributions to homeland security? 
If so, how would that command interact with NORAD and the 
Joint Forces Command? Is it appropriate for a Service Secretary to 
be in the chain of command? 

Should the Posse Comitatus Act be revised or repealed? If so, do 
we want the Armed Forces enforcing the law, as would be required 
in an insurrection? What impact would training our Armed Forces 
to make arrests, seize property, and preserve evidence have on 
their capabilities and readiness to accomplish their warfighting 
mission? 

Should every State have a weapons of mass destruction civil sup- 
port team, such as the 32 already authorized and 27 already estab- 
lished, to assist civilian authorities in responding to an incident or 
attack on U.S. soil involving weapons of mass destruction? 

While there has been a tendency in the past to use the Armed 
Forces to support civilian authorities in such events, is that still re- 
alistic, given the Armed Forces involvement in a war that is likely 
to last for an extended period of time? 
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Secretary White, we know that you and your colleagues do not 
have all the answers to all those and other questions yet. We are 
only 6 weeks removed from the attacks of September 11. We are 
19 days into the military campaign against the A1 Qaeda terrorist 
network and their Taliban protectors. But in times of national 
emergency, few questions are as important as the proper role of the 
U.S. Armed Forces in defending the Nation and the American peo- 
ple, especially if that mission takes them not only overseas, but to 
the skies and to the streets of America itself. We look forward to 
hearing the options that you are now considering, or the decisions 
that you have already made, to address this new and evolving mis- 
sion. 

Senator Warner. 

STATEMENT OF SENATOR JOHN WARNER 

Senator Warner. Thank you, Mr. Chairman. Mr. Chairman, 
your excellent opening statement embraced much of the text that 
I have here, and so I will ask unanimous consent to put mine in 
the record. 

Chairman Levin. It will be made a part of the record. 

Senator Warner. There are several comments I would like to 
make. I would like to read two sentences: “The protection of Amer- 
ica itself will assume a high priority in a new century. Once a stra- 
tegic afterthought, homeland defense has become an urgent duty.” 

That was incorporated in a speech given by President Bush, then 
Candidate Bush, at The Citadel University in South Carolina in 
September 1999. We are fortunate that our President had the pres- 
ence of mind and the foresight to look into the future to begin to 
prepare America for the exact task that is before us. 

Second, our committee, as my distinguished chairman acknowl- 
edged, did establish a subcommittee some 3 years ago when I was 
privileged to occupy that chair, but it was a joint action by all Sen- 
ators around this committee. We laid a solid foundation in those 
several years, under Senator Roberts and Senator Bingaman, and 
other members of that subcommittee. The very teams you referred 
to, the civil defense teams, previously known as Rapid Assessment 
Initial Detection (RAID) teams, were an outgrowth of the work of 
the Department and that subcommittee. 

Much has to be done now, and it has been entrusted to you gen- 
tlemen and your subordinates. I cannot recall, really in the history 
of the United States, and I have been privileged to live longer than 
just about everybody in this room, when a greater challenge has 
been posed to a man or woman, whether they be President, or an 
ordinary citizen, to meet this challenge and keep America strong 
and going. 

Earlier in this very room, the Subcommittee on Emerging 
Threats and Capabilities, under the chairmanship of Senator 
Landrieu, held a hearing with the former chairman of this commit- 
tee, Sam Nunn, on the potential threat of smallpox, a disease that 
was eradicated when I was a young man. Yesterday the chairman 
and I had the privilege of sitting with the President of the United 
States, the Vice President, members of his Cabinet, and several 
other Members of Congress as we worked with the new Cabinet of- 
ficer, Governor Ridge, who you referred to. 
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I just mention those things so that those citizens following this 
hearing should understand that there are no politics in this battle, 
in this war we are waging, whether it is in Afghanistan by the su- 
perb leadership of the men and women of the Armed Forces or here 
at home. We are all in it together, and we cannot allow our lives 
not to go forward because of our children and future generations, 
and because so much of the world depends upon the United States 
of America to remain strong and free, and to lead in the cause of 
freedom. 

You are here today to outline your initiatives with regard to fol- 
lowing through on the President’s speech given 13 months ago, and 
the foundations that the Secretary and Deputy Secretary of De- 
fense have laid down and charged you with. We wish you well, gen- 
tlemen, and generations will look back hopefully grateful to your 
contributions and those of your subordinates. 

Thank you, Mr. Chairman. 

[The prepared statement of Senator Warner follows:] 

Prepared Statement by Senator John Warner 

Thank you, Mr. Chairman, and thank you for holding this important hearing on 
the Defense Department’s role in homeland security. I join you in welcoming our 
witnesses today. 

We meet today as our Nation remains under attack, and regrettably, will remain 
under attack from terrorists who have used unimaginable threats, and as our 
Armed Forces are engaged in operations against those responsible for the September 
11 attacks. Our thoughts and prayers are with those who have suffered as a result 
of these continuing attacks on our Nation, and with the men and women of the 
Armed Forces who are in harm’s way, defending our freedom. 

I commend our President and members of his administration for the actions they 
have taken to respond to the attacks of September 11. It is important to note, how- 
ever, that President Bush identified homeland security as his highest priority long 
before the heinous attacks of September 11. In speeches at The Citadel in Septem- 
ber 1999 and at the National Defense University in May 2001, President Bush 
called for a primary emphasis on homeland security and the transformation of our 
Armed Forces to be able to deter, detect, and defeat the very different threats we 
face in the 21st century. I want to highlight a quote from then-Governor Bush’s 
Citadel speech of September 23, 1999: 

“The protection of America itself will assume a high priority in a new cen- 
tury. Once a strategic afterthought, homeland defense has become an ur- 
gent duty.” 

We have experienced a great tragedy in our Nation and a blow to our sense of 
security and freedom. We do not know from where the next challenge to our free- 
dom, security and vital national interests will come, but of one thing we can be 
sure — it will come, and we must be ready to confront the full spectrum of threats 
the enemies of freedom may direct toward our country. 

I think it is critically important that we all recognize that we must not focus only 
on this most recent terrorist attack. Our review of homeland defense and homeland 
security must look at all aspects of our Nation’s vulnerability. Because of the pro- 
liferation of weapons of mass destruction around the world, and the related pro- 
liferation of ballistic missile technologies to deliver such weapons, we must include 
ballistic missile defense in any concept of homeland security. 

These recent attacks on our Nation show, with complete clarity, that our adver- 
saries will use any means they have at their disposal to attack the United States 
and indiscriminately kill American citizens. They have now killed thousands with 
hijacked airplanes. This form of attack took the world by surprise. How will the ter- 
rorists, or any other potential adversaries, strike next? We must be prepared. 

I also raise another issue — a controversial issue — and would welcome the thoughts 
of our witnesses. On October 11, I wrote to Secretary Rumsfeld asking that he re- 
examine the long-standing Posse Comitatus doctrine in light of the September 11 
attacks. This doctrine — which prohibits the involvement of the Armed Forces in ci- 
vilian law enforcement — has served America well since its adoption in 1878. But, 
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in light of recent events and the unique capabilities that the Armed Forces can 
bring to emergency situations, is it not time to re-examine this doctrine? 

I thank all of our witnesses for your extraordinary service to our Nation, and for 
your testimony today. I cannot overstate the importance and urgency of this subject 
we will discuss today — a collective effort to understand the role of our defense struc- 
ture in protecting our homeland, as well as protecting our vital interests around the 
world. 

Thank you. 

Chairman Levin. Thank you, Senator Warner. I have never seen 
a Nation more united than we are in the war against terrorism. I 
have never seen Congress as united as they are in this war. A huge 
burden has been placed on you, gentlemen, and we know you are 
up to it, but we are there to support you in every possible way that 
we can. 

I want to just take 30 seconds for a scheduling note which is im- 
portant to all of us, because it is so difficult for us to rearrange 
schedules. 

Tomorrow morning we will meet in S-407 of the Capitol at 9:30 
a.m. to receive an update briefing from the Office of the Secretary 
of Defense and JCS officials on the ongoing military operations in 
Afghanistan. Staff attendance will again be restricted because of 
the classification level. 

This morning, at the conclusion of our conference meeting with 
the House, Chairman Stump and I agreed that we would make 
completing our conference our highest priority for next week. Mem- 
bers of the committee therefore can expect full conference meetings 
with the House throughout next week, starting on Wednesday 
morning. We are going to have a back-to-back conference on 
Wednesday, and then we will continue on Thursday, hopefully fin- 
ish on Thursday, if not Friday, and of course we will get the exact 
details of our schedule to the members of this committee as soon 
as possible. 

Thank you very much. 

Senator Inhofe. Mr. Chairman, does that mean we are not going 
to be doing the late Tuesday afternoon meeting we had previously 
discussed? 

Chairman Levin. That is correct. 

Senator Inhofe. Thank you. 

Chairman Levin. Secretary White. 

STATEMENT OF HON. THOMAS E. WHITE, SECRETARY OF THE 

ARMY AND INTERIM DEPARTMENT OF DEFENSE EXECUTIVE 

AGENT FOR HOMELAND SECURITY 

Secretary White. Mr. Chairman, Senator Warner, distinguished 
members of the committee, I appreciate this opportunity to appear 
before you in my role as Interim Department of Defense Executive 
Agent for Homeland Security, along with my colleagues who you 
have already recognized: General Pace, Vice Chairman of the Joint 
Chiefs of Staff; General Eberhart, Commander in Chief, North 
American Aerospace Defense Command; and General Kernan, 
Commander in Chief, U.S. Forces Command. 

Mr. Chairman, I would like to make a brief opening statement 
on behalf of all of us, and then respond to any questions the com- 
mittee may have, if that is acceptable to you. 
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Before I begin, I would like to make one thing very clear. The 
2001 Quadrennial Defense Review published last month restores 
the defense of the United States as the Department’s primary mis- 
sion. Put another way, homeland security is the number 1 job for 
the United States military, and it has our full attention. I would 
like to assure the members of the committee and the American peo- 
ple that we will spare no effort in our endeavor to protect this Na- 
tion from aggression. 

The attacks of 11 September and since prove beyond doubt that 
terrorism is a permanent part of our future. Our traditional re- 
sponse to terrorism at the Department of Defense level has been 
to organize around crisis management and consequence manage- 
ment functions, with the former being an activity managed by the 
Assistant Secretary of Defense for Special Operations and Low In- 
tensity Conflict, while the latter is principally accommodated by 
the Director of Military Support within the Department of the 
Army. 

In my view, that construct no longer works. It is far more useful 
to view homeland security as an overarching effort that includes 
two simultaneous and mutually supporting functions. First is 
homeland defense, a DOD-led task involving protection of the 
United States in areas where we in the Department of Defense 
have unique military capabilities such as air defense. The fighter 
aircraft flying combat air patrols over Washington and New York 
City under the operational command of General Eberhart are a 
prime example of the homeland defense mission. 

Second is civil support, where DOD provides assistance to a lead 
Federal agency, which can range from the FBI, for domestic 
counterterrorism tasks, to Health and Human Services, for biologi- 
cal attacks. Key to this civil support effort is a layered approach, 
beginning with local and State hrst -responders, progressing 
through deployment of State-controlled National Guard units, and 
then finally to application of Federal assets, including unique DOD 
capabilities on an exception basis. 

Above all, homeland security demands a comprehensive approach 
to accommodate evolving threats and the reality of finite resources. 
Properly focusing on this complex mission and providing the coordi- 
nation necessary for joint and interagency integration requires, in 
my opinion, a reorganization of DOD efforts. From my perspective, 
there are three fundamental tasks that must be accomplished if we 
are to be successful. 

First, DOD must consolidate its efforts in homeland defense into 
a single staff organization. This will enhance the coordination of 
policy planning and resource allocation responsibilities that relate 
to homeland security. By focusing our efforts, we can avoid gaps 
and duplication in capabilities while dramatically improving the 
quality of our planning and responsiveness. 

Second, we must develop operational arrangements for the fu- 
ture. Currently, the military responsibilities for homeland security 
are assigned to several of the Unified Commanders on an interim 
basis, pending revision of the Unified Command Plan, and that, of 
course, includes North American Air Defense Command, Aerospace 
Defense Command and Air Defense Space Command, and Cyber 
and Info, Land and Maritime with Joint Forces Command. 
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I will defer operational details to other members of the panel, but 
I want to emphasize a key point. As we look to the future, appor- 
tionment of forces must be balanced between meeting warfighting 
requirements abroad and the need to defend America at home, and 
this is a concurrent activity, obviously, from what we are doing 
today. This is a threshold event with, in my opinion, profound im- 
plications for the military. 

As for the last task, we must improve the interagency coordina- 
tion process to guarantee timely and efficient cooperation among 
the many Federal, state, and local organizations that have or share 
homeland security responsibilities. I have already met with Gov- 
ernor Ridge, as you have stated, the President’s Special Assistant 
for Homeland Security. I have assured him the Department will 
fully assist his office in the execution of his mission. 

While doing so, DOD will continue to focus on its broad and criti- 
cal responsibilities: defending our Nation against attacks of war 
and terrorism, providing the capacity to respond to chemical, bio- 
logical, radiological, nuclear, and high-yield explosive events of so- 
called weapons of mass destruction, whether intentional or unin- 
tentional, and supporting lead agencies in the event of natural dis- 
asters. 

The victims of a disastrous event do not necessarily distinguish 
between whether the event was a result of actions of non-State ter- 
rorists or State actors engaging in a war, or just an unfortunate 
accident. What matters to the American people is the knowledge 
that our homeland is secure against any and all threats. We in the 
Department of Defense stand ready to do our part to meet that 
challenge. 

Thank you, Mr. Chairman, for this invitation. This concludes my 
statement. I look forward to the committee’s questions, along with 
my colleagues. Thank you, sir. 

Chairman Levin. General Pace. 

STATEMENT OF GEN. PETER PACE, USMC, VICE CHAIRMAN, 
JOINT CHIEFS OF STAFF 

General Pace. Mr. Chairman, thank you very much, members of 
the committee. I do deeply appreciate the opportunity to appear be- 
fore you again today and to have one more opportunity to say 
thank you for the very strong, sustained bipartisan support of this 
committee for all the men and women in your Armed Forces. 

If I may, Mr. Chairman, I would like to have my written state- 
ment entered into the record and save the time to answer your 
questions. 

[The prepared statement of General Pace follows:] 

Prepared Statement by Gen. Peter Pace, USMC 
introduction 

On behalf of General Myers, I want to thank you for the opportunity to appear 
before this committee to discuss the important topic of Homeland Security. It is an 
honor to be here. I should also thank Congress, and especially the members of this 
committee, for your enduring and significant support of America’s Armed Forces. 
Your deep commitment to our great men and women in uniform, who today are 
waging war against international terrorist organizations, is very much appreciated. 

Of course, it was the tragic events of September 11 that led to this hearing. So 
let me also add, on behalf of General Myers and the Joint Chiefs, that our hearts 
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and prayers go out to the thousands of innocent Americans and other victims who 
lost their lives or were injured that day, as well as to their families, friends, and 
colleagues. 


SEPTEMBER 11 

Six weeks ago the terrorist attacks against the Pentagon and the World Trade 
Center shocked the world. Today, we who serve in uniform join with the rest of 
America, and with our friends and allies around the world, in a multinational effort 
to take down the network of terrorist organizations responsible for these acts. No 
one should mistake our unified purpose and strength of our resolve. We did not ask 
for this fight, but we will win it. The dastardly act of terrorism against America 
will in no way diminish our commitments to our allies, and it will in no way prevent 
our military from performing its duties and responsibilities to defend the United 
States’ interests around the world. 

As President Bush and Secretary Rumsfeld have frequently noted, this is a new 
type of war — one that will require an unprecedented pooling of all elements of our 
national power, at all levels of government. It is also a war that will require us to 
work in close concert with our friends and allies to maximize our effectiveness. 

Our adversaries, unable to confront or compete with the United States militarily, 
continue to spend millions of dollars each year on terrorist organizations that target 
U.S. citizens, property, and interests. These terrorists are indiscriminate killers who 
attack where and when their victims are most vulnerable. They seek to find and 
exploit perceived weaknesses, striking at us with what we call “asymmetric means” 
to achieve their goals. The September 11 attacks were the most recent example of 
this strategy. Attacks such as these further reinforce the necessity of improving our 
ability to protect our homeland and the American people from future attacks. 

HOMELAND SECURITY 

Defending the homeland has always been a vital mission for the military. Our tra- 
ditional national military strategy has been to defend the homeland by engaging 
threats beyond our Nation’s shores; however, the September 11 attacks have graphi- 
cally illustrated the need to do more to meet this threat. We must now focus on im- 
proving our levels of security here at home, with appropriate deference to our con- 
stitutionally guaranteed freedoms, while simultaneously continuing our strategy of 
detecting and defeating threats outside our Nation’s borders. 

This new emphasis is reflected in the 2001 Quadrennial Defense Review (QDR) 
Report, which states: “The highest priority of the U.S. military is to defend the Na- 
tion from all enemies.” The report also states that “The U.S. will maintain sufficient 
military forces to protect U.S. domestic population, its territory, and its critical in- 
frastructure ...” 

Homeland security also involves providing appropriate military assistance to the 
responsible civilian authorities to mitigate the consequences of such attacks. So we 
divide Homeland Security into two major subsets, Homeland Defense and Civil Sup- 
port. 

The Homeland Defense piece of Homeland Security is about warfighting missions, 
with the military clearly in the lead. These missions include the defense of mari- 
time, land, and aero-space approaches to the United States. In the future, this will 
include defense against ballistic missiles. 

Today, your Armed Forces are conducting many of these missions. For example, 
we have over 100 military aircraft involved in fighter Combat Air Patrols (CAP) and 
on strip alert for increased air defense; approximately 18,000 National Guard per- 
sonnel are stationed in airports, port facilities, and other critical infrastructure sites 
reassuring our public, deterring future attacks, and providing temporary increased 
security capabilities to other lead Federal agencies; and finally, the U.S. Coast 
Guard has established over 90 coastal Security Zones on both the east and west 
coasts, using 60 cutters and patrol boats. 

The Civil Support piece of Homeland Security is where the military provides sup- 
port to other lead Federal agencies to help manage the consequences of a Weapons 
of Mass Destruction (WMD) event, assist in disaster relief efforts, and provide some 
counter-terrorism support. The Department of Defense also provides unique capa- 
bilities to respond to the effects of chemical, biological, radiological, nuclear and 
high explosive weapons of mass destruction, complementing Federal, state and local 
first responder capabilities. 

Even before the horrific events of September 11, we had been exploring organiza- 
tional improvements to support Homeland Security. For example, on 1 October 
1999, we established Joint Task Force-Civil Support (JTF-CS), an organization that 
is now fully operational under the command of General William Kernan, Com- 
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mander in Chief, United States Joint Forces Command. This standing JTF currently 
has a major role in the development of training and doctrine associated with provid- 
ing support to civilian first-responders for a WMD event. JTF-CS also provides ex- 
pertise and command and control to those DOD assets deployed in support of civil 
authorities. 

Additionally, on 1 November 1998 we created another standing task force to de- 
fend the Defense Information Infrastructure against cyber-aggression. Our Task 
Force-Computer Network Operations currently operates under the command of Gen- 
eral Ralph Eberhart, Commander in Chief of the United States Space Command. 

In the wake of the attack, we have placed an even greater emphasis on these mis- 
sions while continuing to examine other steps to more effectively respond to emerg- 
ing threats. We are also in the process of carefully reviewing our Unified Command 
Plan (UCP). Currently a number of Combatant Commanders are assigned different 
roles within our homeland defense mission. Consequently, we are looking at ways 
of eliminating any seams that may exist between the various organizations and 
agencies involved in the Homeland Security efforts. We will be reviewing the UCP 
with an eye toward developing a seamless command and control of all DOD assets — 
active, reserve, guard, and civilians — required to execute our Homeland Security re- 
sponsibilities. 

This past July, we established a new Homeland Security Division within the 
Strategy and Policy Directorate (J5) of the Joint Staff. This new division will serve 
as the focal point for the development and coordination of the military strategy and 
policy aspects of Homeland Security. Additionally, we recently established a General 
Officer Steering Committee to facilitate the coordination of Homeland Security 
issues. 

Of course Homeland Security is not a DOD-only effort. An effective Homeland Se- 
curity posture requires that multiple Federal departments, agencies, state and local 
governments, and the military all work together as a team. Therefore, anything we 
do within DOD must be synchronized as part of a comprehensive interagency effort. 
DOD is currently represented in key interagency-working groups, identifying and 
responding to emerging homeland security requirements. 

Indeed, an overall Homeland Security strategy of preventing and deterring future 
attacks, while simultaneously protecting the American people and our critical infra- 
structure, demands improved communication and sharing of information across the 
government. It also demands a laser-like focus and unity of effort, and this is where 
Governor Ridge and his team at the Office of Homeland Security will play such a 
critical role. 


CONCLUSION 

The Chairman, the Joint Chiefs, and I recognize that much work remains to be 
done. Together, with Secretary White, DOD’s new Executive Agent for Homeland 
Security, we will get the job done. For inspiration we need look no further than the 
mountain of rubble in New York City or the gaping hole in the Pentagon where so 
many from our DOD family were suddenly taken from us. We will continue to focus 
our attention on efforts to protect our homeland, our people, and our national inter- 
ests. 

Chairman Levin. Thank you very much. General Eberhart, do 
you have a comment? 

STATEMENT OF GEN. RALPH E. EBERHART, USAF, COM- 
MANDER IN CHIEF, UNITED STATES SPACE COMMAND/ 

NORTH AMERICAN AEROSPACE DEFENSE COMMAND 

General Eberhart. Sir, in the interest of time, I will submit my 
statement for the record also, and I add my thanks to those of the 
Vice Chairman for your continued support over the years, and more 
so for your support in the upcoming weeks and months as we chal- 
lenge this task ahead of us. 

[The prepared statement of General Eberhart follows:] 

Prepared Statement by Gen. Ralph E. Eberhart, USAF 

Senator Levin, Senator Warner and members of the committee: Though the cir- 
cumstances that led to this hearing are tragic, it is an honor to appear before you 
to represent the outstanding men and women of North American Aerospace Defense 
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Command (NORAD). Our hearts and prayers go out to those great American heroes 
who lost their lives or were injured on September 11, 2001, as well as their families 
and friends. 

Our combined U.S. and Canadian response to the unprecedented terrorist attacks 
on the World Trade Center and the Pentagon was a tribute to the professionalism 
of our people. We are proud to be part of the national security team now focused 
on defeating terrorism. 


MISSIONS 

For 43 years NORAD adapted to the changing threats — transitioning from an ini- 
tial “air” defense orientation to a broader aerospace dimension — one that provides 
surveillance and warning of ballistic missile attacks and space events. The unprece- 
dented attacks on 11 September 2001 were a reminder to our Nation of the need 
to detect, validate and warn of hostile aircraft or missile attack against North Amer- 
ica. Proper attack assessment ensures the U.S. National Command Authorities and 
the Prime Minister of Canada can take appropriate action in response to an attack. 
Clearly, our ability to provide surveillance and control of U.S. and Canadian air- 
space remains vital and constitutes a critical component to the defense of North 
America. 

NORAD’s mission now has clearly expanded to protect North America against a 
domestic airborne threat. Prior to 11 September 2001, our air defense posture was 
aligned to counter the perceived external threats to North America air sovereignty. 
Within this context, our aerospace control and air defense missions have tradition- 
ally been oriented to detect and identify all aircraft entering North American air- 
space, and if necessary, intercept potentially threatening inbound air traffic. These 
threats were generally considered as hostile aircraft carrying bombs or cruise mis- 
siles. Based on the recent events, we are now also focused on threats originating 
within domestic airspace such as hijacked aircraft. While we have adjusted to pro- 
vide a rapid response to domestic air threats, we continue to execute our previously 
assigned missions. 

norad’s response 

On 11 September 2001, we quickly transitioned to an interoperable, joint and 
interagency force consisting of active and National Guard units, U.S. and Canadian 
military aircraft and U.S. Navy ships. Additionally, we have positioned portable air 
control radars to more rapidly respond to Federal Aviation Administration (FAA) re- 
quests for assistance. We are also working together with FAA representatives to ac- 
cess FAA radar data and now maintain a continuous communications loop. 

With the approval of the President and the Secretary of Defense, we now have 
streamlined the Rules of Engagement for hostile acts over domestic airspace to en- 
sure the safety of our citizens and critical infrastructure. We have increased our 
alert posture from 20 fighter aircraft standing alert to more than 100 U.S. and Ca- 
nadian aircraft. These aircraft and aircrews now support the continuous combat air 
patrols over Washington, DC, and New York, as well as random patrols over other 
metropolitan areas and key infrastructure. They remain on a high state of alert at 
26 air bases across the country. 

As a result of this heightened posture, our air defense activity has increased sig- 
nificantly. Last year, we scrambled fighter aircraft 7 times (including exercises) 
from 10 September-10 October 2000. During the same period this year, we scram- 
bled 41 times, and we diverted 48 fighter patrols from ongoing combat air patrols 
to assess tracks of interest, for a total of 89 events. Likewise, all of our units sup- 
porting Operation NOBLE EAGLE have experienced a significant increase in 
NORAD-related flying sorties. Normally, our units fly 4-6 sorties a month in sup- 
port of the NORAD air defense mission. Since 11 September 2001, several of our 
units such as the one at Otis ANGB in Massachusetts have flown in excess of 100 
sorties in the last month (approximately one-third of Otis’ entire yearly flying pro- 
gram). 


CHALLENGES 

From a resource perspective, we must address our manpower shortfalls at the 
units charged with conducting our aerospace warning and control missions. The ad- 
ministration’s call-up of Reserve and National Guard forces was the right solution. 
In the near term, we need to ensure we allocate these forces to meet our greatest 
needs in the field. For the longer term, the execution of our National Military Strat- 
egy will hinge on our ability to attract and retain high quality, motivated service- 
men and women and civilian employees. As always, our tremendous warfighting ca- 
pability depends on our people. If we take care of them, they will take care of our 
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mission. Without them, even our most effective weapon systems are of little value. 
Congress’ initiatives to improve military and civilian pay, health care and housing 
for our professionals in uniform are a step in the right direction. We are very grate- 
ful for your continued support in these areas. However, we still have work to do. 

CONCLUSION 

NORAD remains committed to protect our homeland in the face of this national 
tragedy. We believe we will be key to fighting and winning this new war on terror- 
ism against a faceless, cowardly enemy. To do this, we need to provide the right 
people and equipment to get the job done and we once again appreciate Congress’ 
continued support. We are heartened by the ongoing efforts to improve security at 
our airports. Our hope is that this increased vigilance will deter foul play on the 
ground and eliminate the need to commit fighters in the air. We should be the last 
course of action, implemented only after all other protective measures have been 
tried. 

We stand with you and the rest of the Nation to meet every challenge and ensure 
freedom prevails. I am honored to appear before you and look forward to your ques- 
tions. 

Chairman Levin. General Kernan. 

STATEMENT OF GEN. WILLIAM F. KERNAN, USA, COMMANDER 
IN CHIEF, UNITED STATES JOINT FORCES COMMAND 

General Kernan. Sir, I would just like to echo the thanks of all 
of our military for this committee and all of Congress’ staunch sup- 
port, and in the interest of brevity I would like to submit my writ- 
ten statement for the record. 

Thank you, sir. 

[The prepared statement of General Kernan follows:] 

Prepared Statement by Gen. William F. Kernan, USA 

Mr. Chairman, distinguished members of the committee, thank you for the oppor- 
tunity to address this panel on this most fundamental of military responsibilities, 
defense of our homeland. For the purposes of this testimony, Homeland Security 
comprises Homeland Defense and Military Assistance to Civil Authorities. 

With over one million soldiers, sailors, airmen, and marines — some 80 percent of 
the Nation’s general-purpose forces — U.S. Joint Forces Command stands ready to 
defend our homeland and provide trained and ready forces to combat terrorism 
worldwide. As the supported Command for the land and maritime defense and civil 
support aspects of Homeland Security, U.S. Joint Forces Command is responsible 
for defense against land and maritime aggression targeted at our territory, sov- 
ereignty, domestic population, and infrastructure, as well as directly supporting the 
lead Federal agency in the management of the consequences of such aggression and 
other domestic civil support. These responsibilities are complementary to Federal, 
state and local responsibilities and capabilities. 

Additionally, we are pressing forward with our other mission areas of joint force 
training, integration, and experimentation with the overall objective to transform 
our Armed Forces to meet the unique challenges of the post-Cold War environment. 

The 11 September 2001 attacks have put our Nation and our command on a war- 
time footing. This is a two-front war — at home and abroad. We are moving aggres- 
sively forward with the Secretary of Defense, the Secretary of the Army as the De- 
partment’s Executive Agent, the Chairman of the Joint Chiefs of Staff, the other 
combatant commanders, and our National, state, and local governments to improve 
our collective ability to defend our homeland. Likewise, our deployed forces are ac- 
tively defending the Nation through their offensive actions overseas. Make no mis- 
take, the status quo is not an option, and we are developing solutions to combat 
terrorism both at home and abroad. 

OUR RESPONSE TO THE 11 SEPTEMBER 2001 ATTACK 

Within minutes of the terrorist attacks against the World Trade Center (WTC), 
our Joint Operations Center, which operates 24 hours per day, began notifying U.S. 
Joint Forces Command’s senior leadership and coordinating with the National Mili- 
tary Command Center in the Pentagon as well as our component commanders (At- 
lantic Fleet, Air Combat Command, Marine Forces Atlantic, and Army Forces Com- 
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mand). Next, the command’s operations director activated the Crisis Action Team 
and began assembling key decision makers and planners from throughout the com- 
mand to respond as needed. This action began prior to the impact of the second air- 
craft into the WTC, which ultimately confirmed our suspicion that this was an act 
of terrorism. Actions taken were focused in two directions: the possible need for 
DOD resources to augment first responders, and the need to raise the threat condi- 
tion and force protection levels to ensure the safety of military personnel and facili- 
ties in the United States. 

Immediately after the terrorist attacks, U.S. Joint Forces Command rapidly re- 
sponded to the air, maritime, and land force requirements for Operation Noble 
Eagle. Atlantic Fleet ships and Air Combat Command tactical aircraft were de- 
ployed in support of North American Aerospace Defense Command’s (NORAD) mis- 
sion and responsibilities. Aegis-equipped ships were used to enhance the NORAD 
early warning radar system, two aircraft carriers were dispatched to provide sea- 
borne combat air patrol, and the 26th Marine Expeditionary Unit was placed on 
alert. The Joint Task Force-Civil Support was also marshaled and an assessment 
team dispatched to New York City to evaluate whether military resources were 
needed in the consequence management efforts and to coordinate support with the 
designated lead Federal agency. Within 6 hours of the attack, Federal authorities 
made their first request for DOD assistance, a request that was passed to U.S. Joint 
Forces Command hy the Department of the Army’s Director of Military Support 
(DOMS) for quick action. Also, our Service components postured forces to protect our 
critical military infrastructure. Concurrent with these domestic support efforts, 
trained and ready joint forces deployed, and continue to deploy, as part of Operation 
Enduring Freedom, to support the fight against terrorism abroad. 

Support to civil authorities has been narrowly focused due in great part to the 
nature of the attacks on New York City and the Pentagon and the extent of New 
York City’s robust response capability. However, it is clear that other localities 
might not have such robust and sustained capabilities in the face of a similar catas- 
trophe. Clearly, we must be ready to provide responsive military support if required 
while striving for deterrence and prevention of future threats. There are numerous 
measures required to realize this posture, both at the military and interagency level. 

In concert with ongoing operations and support, we initiated a comprehensive 
Homeland Security planning process working hand-in-hand with the Office of the 
Secretary of Defense, the Joint Staff and my fellow combatant commanders. This 
planning effort additionally included extensive coordination and synchronization 
with the Services, our components, and relevant government agencies, including the 
National Guard Bureau. 

As part of this effort, we organized and activated a 90-person Homeland Security 
Directorate from within the command, with a two-star Army general in charge, to 
oversee planning, organization and execution of our responsibilities towards Home- 
land Defense and Military Assistance to Civil Authorities. Leveraging the insights 
and concepts gained from our joint training and experimentation work, we are em- 
ploying emerging concepts to organize, train and operate this new organization as 
a highly functional command and control headquarters to conduct Homeland Secu- 
rity. 

These efforts have borne fruit as we take on responsibility for the land and mari- 
time defense of our Nation. We are postured to execute our responsibilities in sup- 
port of the National Homeland Security effort in accordance with the Secretary of 
Defense’s direction. We are continuing to adapt ourselves for a sustained effort and 
to respond rapidly in support of civil authorities. 

In addition to the innovative organizational and operational approaches men- 
tioned above, we are conducting parallel planning with the Joint Staff and our com- 
ponents to develop a Homeland Security Campaign plan. We have established liai- 
son with the appropriate military, defense and select Federal agencies and we are 
prepared to work in concert with them to execute the Homeland Security mission. 

We have been in close coordination with the applicable unified commands, par- 
ticularly with Adm. Denny Blair at U.S. Pacific Command and Gen. Ed Eberhart 
at NORAD, to outline and discuss campaign plans for Homeland Defense. These ef- 
forts will continue, coordinating with Service components and other commands to 
refine details of a campaign plan and prepare necessary orders as additional guid- 
ance is received. 

Finally, we are ready to provide command, control, and assessment capabilities 
in response to chemical, biological, radiological, nuclear, or enhanced high explosive 
incidents using Joint Task Force-Civil Support (JTF-CS), Regional Task Forces East 
and West, the Marine Chemical Biological Immediate Response Force, Weapons of 
Mass Destruction-Civil Support Teams (WMD-CST), and other forces as necessary. 
This will be discussed in greater detail later in this statement. 
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SUPPORTING HOMELAND SECURITY 

U.S. Joint Forces Command is currently working in support of DOD leadership 
to dynamically refocus national responsibilities for homeland defense and security. 
The goal is to coordinate all national security elements to ensure the best possible 
predictive capability and proactive response. 

With this planning and command and control capability as a foundation, our com- 
ponents are protecting our critical military infrastructure. Likewise, after a careful 
review of applicable contingency plans and functional plans with our components, 
U.S. Joint Forces Command is ready to execute and support the national campaign 
to protect our country. 

As the command responsible for the land and maritime defense of the continental 
United States, we work closely with many Federal organizations to achieve unity 
of effort. Our key partners include the U.S. Coast Guard and the law enforcement 
community. In developing our ties to law enforcement, there has been much innova- 
tive and path breaking work since 11 September to share critical information while 
still safeguarding the liberties of American citizens. We have more work to do to 
achieve full intelligence fusion and gain a true measure of accurate, actionable, pre- 
dictive analysis. That will enable all of us, in support of and led by law enforcement, 
to transition from today’s posture of deter and respond to a more proactive stance 
of effective prevention. 

In the area of military assistance to civil authorities, we are an active member 
of the Federal response community, and coordinate with and support the various 
Federal response organizations, most notably the Federal Emergency Management 
Agency (FEMA). These are long-standing ties and feature well-practiced procedures 
previously used in support of Federal efforts to deal with the effects of wildfires, 
floods, and storms. Our partnerships in the area of military assistance are solid and 
well-understood. 

In light of these responsibilities, here is U.S. Joint Forces Command’s posture for 
providing responsive support to the Nation: 

We have designated selected active duty ground forces as rapid reaction forces 
and placed them on increased readiness. These Army and Marine forces are sta- 
tioned at bases that provide regional coverage throughout the continental United 
States. Our intent is to provide the President and the Secretary of Defense a flexible 
and responsive capability in the event of unexpected incidents. We have also des- 
ignated necessary air transport from the Air Force’s active, Guard, and Reserve C- 
130 fleet to enable these reaction forces to rapidly respond when requested to sup- 
port local, state, or Federal emergencies. We have exercised and trained these 
forces, and prepositioned aircraft at the Reaction Force departure airfields where 
they are ready to load now. 

In our role as the joint force provider, U.S. Joint Forces Command is providing 
forces as tasked to support military operations overseas in support of Operation En- 
during Freedom. 

We are prepared to provide naval forces in support of Coast Guard operations in 
ports and adjacent waters. 

We provide active and Reserve component tactical aircraft to NORAD and, in 
partnership with Pacific Command, will provide maritime assets, if needed, to de- 
fend our coasts. 

We are also identifying additional support forces, such as chemical and biological 
detection and defense units, many of which reside in the Reserve component, which 
might require mobilization to maintain the appropriate capabilities. 

We have worked closely with local, state, and Federal authorities to be ready. I 
have met personally with Lieutenant General Russ Davis, Chief of the National 
Guard Bureau and Admiral Jim Loy, Commandant of the U.S. Coast Guard to dis- 
cuss how best to integrate National Guard, Coast Guard, and Active and Reserve 
Forces to secure our homeland. They have sent liaison officers to U.S. Joint Forces 
Command, who are integrated into our planning and operations, and our respective 
staffs are working closely to ensure a seamless response to any event. 

JOINT TASK FORCE-CIVIL SUPPORT 

U.S. Joint Forces Command also has the responsibility to provide military assist- 
ance to civil authorities. Along with traditional assistance to local, state, and Fed- 
eral agencies in the event of natural disasters or civil disturbances — which we have 
planned and organized for previously — we are also charged with providing Con- 
sequence Management support. 

Consequence Management is a critical task and for that purpose we had pre- 
viously formed and trained a standing joint task force headquarters called Joint 
Task Force-Civil Support (JTF-CS). Joint Task Force-Civil Support is a command 
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and control headquarters ready to respond today to support the lead Federal agency 
in the event of an attack by weapons of mass destruction (WMD). 

Let me outline the genesis of Joint Task Force-Civil Support and clarify what it 
is and what it is not. The 1999 Unified Command Plan (UCP) assigned U.S. Joint 
Forces Command the responsibility for planning and executing military assistance 
to civil authorities for consequence management of weapons of mass destruction 
within the continental U.S. The 1999 UCP also tasked U.S. Joint Forces Command 
with responsibility for consequence management response to chemical, biological, ra- 
diological, nuclear and high yield explosives (CBRNE) for the 48 contiguous states 
and the District of Columbia. U.S. Pacific Command and U.S. Southern Command 
were given responsibility for CBRNE consequence management within their respec- 
tive areas of responsibility; U.S. Joint Forces Command provides support to them 
as necessary for their Consequence Management missions. Joint Task Force-Civil 
Support was activated in 1999, and following a rigorous training and validation 
process, JTF-CS achieved full mission capability in April 2000. It is currently au- 
thorized 36 personnel with a requested growth to 103 by 2003. In light of current 
conditions, and in order to maintain a continuous 24-hour response, I have author- 
ized through assignment and augmentation the expansion of the headquarters to 
164 personnel. 

Joint Task Force-Civil Support has the mission to command and control all DOD 
assets deployed to mitigate the effects of a chemical, biological, radiological, nuclear 
and high yield explosives-incident, in order to save lives, prevent injury and provide 
temporary critical life support. I want to emphasize that JTF-CS is not a lead agen- 
cy nor does it provide a first response capability. Joint Task Force-Civil Support’s 
mission is to provide command and control of military forces in support of the des- 
ignated lead Federal agency, for example, Federal Emergency Management Agency 
(FEMA). Joint Task Force-Civil Support’s primary functions also include con- 
sequence management support to national special security events such as the State 
of the Union address last February. 

As envisioned, JTF-CS was designed to be a command and control headquarters 
without assigned forces, organic communications, or dedicated transportation. Re- 
quired forces, communications and transportation assets are allocated as the mis- 
sion dictates. We are taking steps to allocate forces to habitually train and work 
with JTF-CS. It has the normal staff organizations you would expect, with the addi- 
tion of an interagency coordination element, comprising seven personnel to include 
a U.S. Coast Guardsman, that is the conduit for working with Federal agencies. 
This coordination element interfaces regularly with FEMA headquarters and FEMA 
regions as well as the Department of Health and Human Services. 

Joint Task Force-Civil Support has developed detailed force requirements for a va- 
riety of likely consequence management contingencies. These requirements include 
communications and transportation units, as well as service support, engineers, 
medical, aviation and specialty units like the National Guard Civil Support Teams 
(CST). The Service components are working through sourcing for these contingency 
packages to facilitate joint training and exercises to maximize proficiency. With 
forces allocated based on the mission, the headquarters is ready for employment, 
but needs more depth. It is a “one of a kind” organization. With that in mind, we 
are assessing its current structure and whether a second JTF-CS organization is 
required. 

To further unity of effort between the varieties of forces that may potentially be 
involved in providing support to a CBRNE incident, JTF-CS has directly coordi- 
nated with a wide array of Federal, state, local, and military organizations to con- 
duct training and planning. 

As you can see, U.S. Joint Forces Command has aggressively moved forward since 
we received the military assistance to civil authority mission as outlined in the 1999 
UCP. 


WEAPONS OF MASS DESTRUCTION — CIVIL SUPPORT TEAMS 

Another critical asset in Homeland Security are the National Guard WMD-CSTs. 
These teams immediately deploy to the incident site to (1) assess a suspected nu- 
clear, biological, chemical, or radiological event in support of the local incident com- 
mander (2) advise civilian responders regarding appropriate actions and (3) facilitate 
requests for assistance to expedite arrival of additional state and Federal assets to 
help save lives, prevent human suffering, and mitigate property damage. The 
WMD-CSTs are National Guard assets that are manned by their respective states, 
and trained and equipped by the National Guard Bureau. We currently are funded 
for 32 WMD-CSTs, of which ten have been certified by the Secretary of Defense (in 
Washington, Colorado, New York, Texas, Massachusetts, Missouri, California, Illi- 
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nois, Pennsylvania, and Georgia). Seventeen are in various levels of training and 
equipping (not yet ready for certification); five still need to be activated. We eventu- 
ally expect to have a certified WMD-CST in each U.S. State and in all U.S. terri- 
tories. 

Joint F orces Command is tasked only with training and readiness oversight of the 
WMD-CSTs and does not assume that responsibility until a WMD-CST receives 
Secretary of Defense certification. We are working closely with the National Guard 
Bureau and the states where those teams reside to standardize their training, tac- 
tics, techniques and procedures. 

LEVERAGING JOINT TRANSFORMATION 

As our President stated, this is a war “unlike any other.” It demands fresh ap- 
proaches and new thinking. We are and have been working on just such innovative 
joint operational concepts. 

With our redesignation as U.S. Joint Forces Command on 1 October 1999, we as- 
sumed the responsibility to lead the transformation of the U.S. Armed Forces to 
achieve dominance across the width, depth, and breadth of any battlespace. That 
means that whether in peace, conflict, or war, anywhere on the spectrum of oper- 
ations, we will fight and defeat any adversary. Our command is focused on achiev- 
ing that objective, and the events of the last month, both at home and abroad, have 
shown that we must accelerate those efforts. We need today’s forces to get to the 
objective area quicker, dominate the situation, and win decisively. Comprised of 
highly trained, competent units and leaders, those forces need to operate with agil- 
ity, versatility, precision and lethality. 

Combating terrorism, protecting the homeland, and transformation are inextrica- 
bly linked. We are working today with Enduring Freedom’s joint warfighters to rap- 
idly operationalize the innovative ideas we have been working on through our joint 
concept development and experimentation program. The war on terrorism cannot be 
won with legacy means alone. Development of advanced techniques, tools, and orga- 
nizations for these challenges require new thinking and aggressive experimentation 
to develop alternatives for the future joint force. 

For more than a year, U.S. Joint Forces Command has been working on proposals 
for transformation that can directly address the operational requirements we face 
today. Our most recent experiment on advanced concepts, Unified Vision 2001 last 
May, envisioned a set of conditions similar to those we face today. The intellectual 
foundation for dealing with these new conditions should put us in the position of 
being able to more rapidly operationalize our best concepts. 

Converting these concepts into operational capabilities is now our challenge. As 
we task organize our command for its role in winning this war, we are also integrat- 
ing many of our new ideas into our organization and operations. Our execution of 
the Homeland Security mission, and the fight against terrorism abroad, will be built 
around the doctrinal, organizational, and technical findings that come from our 
transformational efforts. 

Our efforts to date have set the conditions for unified transformation activities to 
take place across the Services and the Joint Force. Our concept development and 
experimentation efforts over the past 2 years have established the common joint 
context for service concept development, have facilitated collaborative concept devel- 
opment across the Services, and have synchronized the joint and service experimen- 
tation programs. 

Further, I think that these insights are compelling and have immediate applica- 
tion. As I mentioned earlier, we leveraged these concepts to guide our efforts to 
stand up our Homeland Security Directorate and guide development of our Home- 
land Security Campaign Plan. But in all of this, we have to remember the basics. 
War remains close, personal, and brutal. There is no silver bullet that can change 
that. There have been revolutions in how we fight . . . gunpowder, nuclear weap- 
ons, and computers. But in the end, it still comes down to our willingness and capa- 
bility to decisively defeat our enemy. It’s never safe, easy, or risk-free. The enemy 
sees to that. Today while I talk to you, there are people flying, sailing, and standing 
in harm’s way, under enemy guns, at night, and far from America. Our national 
will, combined with their spirit and tenacious commitment, will define our success. 
I look forward to working with you to give our troops what they need. 

In closing Mr. Chairman, the soldiers, sailors, airmen and marines of U.S. Joint 
Forces Command are ready to defend our homeland and are deploying to fight ter- 
rorism abroad. We are acting now, and ready to do more. Each day, we improve our 
capabilities, refine our plans and increase our Homeland Security capabilities while 
providing trained, ready, and — over time — fundamentally transformed forces for 
combat operations against terrorism. 
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Chairman Levin. Thank you very much. We will follow the usual 
procedure here. We will have an early bird rule with a 6-minute 
round. 

Secretary White, can you describe what your authority is as the 
DOD Executive Agent for Homeland Security? For instance, does it 
extend to authority over the combatant commanders, or the forces 
assigned to them? 

Secretary White. Senator, my authority as Executive Agent is to 
act on behalf of the Secretary to organize and get moving the whole 
business of homeland security. I do not see myself as having any 
operational authority or being a part of the chain of command. I 
will make recommendations to the Secretary, and he will exercise 
his authority. 

Chairman Levin. Is it clearly established that you are not in the 
chain of command? 

Secretary White. The Secretary is the chain of command along 
with the President, and I, as his Executive Agent, make rec- 
ommendations to him, but I do not exercise command authority. 

Chairman Levin. Thank you. Mr. Secretary, would you describe 
what you understand your relationship with Governor Ridge and 
his office is going to be? How would, for instance, good faith dis- 
agreements be resolved between the two agencies? I know in your 
opening testimony you said you intend to fully assist him, but 
there will be differences from time to time, and the question is, 
when they are not resolved, who wins? Who prevails? I know truth 
and justice will win, but who will prevail? 

Secretary White. Well, you know as well as I, the charter that 
Governor Ridge has for homeland security is directly from the 
President. We have had excellent initial meetings with Governor 
Ridge. We have detailed a senior officer of the Department who has 
extensive experience in homeland security to serve on his staff. If 
there are differences of opinion between the Department and Gov- 
ernor Ridge, I would presume that they would be resolved, like any 
disputes in the executive branch, either at the principal’s level or 
at the Cabinet level, or ultimately with the President himself. 

Chairman Levin. Mr. Secretary, could you give us your position 
on the suggestion that the Posse Comitatus Act needs to be re- 
vised? 

Secretary White. I think, Senator, that at this stage our general 
view is that the act is fine the way it sits. It has a longstanding 
tradition of not using Federal forces in a law enforcement role that 
I think serves the Nation well. 

The General Counsel of the Department, in response to your 
communication, is studying it in more detail to see if there are re- 
visions that need to be made to certain aspects of it, either for flexi- 
bility or to deal with the new situation, but in general this long- 
standing tradition is one that we would like to see prevail. There 
may, of course, be necessary minor revisions. 

Chairman Levin. As part of that consideration, are you looking 
at what the impact of training and using our Armed Forces to en- 
force the law would have on their warfighting capabilities, their 
readiness? Is that all being considered as a part of this review, or 
is it just a legal issue? 
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Secretary White. It is principally a legal review of the law 
against the current situation. The broader issue that you raise gets 
to the whole fundamental question of having a common force pool 
of active and Reserve components that have longstanding primary 
missions in support of the combatant commanders in chief, but that 
also have important homeland security responsibilities either on a 
State or a Federal basis. Obviously with the current events these 
challenges are on us concurrently. 

As we sit here today, the 29th Division from the Virginia Guard 
is deployed in Bosnia, and consequently the elements that are in 
Bosnia are not available to the Governor of Virginia for title 32 
purposes for homeland security, so as my colleagues and I go about 
our business of the operational planning for homeland security, one 
of the issues that has to be dealt with is force apportionment, and 
how much time will be focused on homeland security, and how 
much time will be focused on normal warfighting activities. 

Chairman Levin. Thank you. 

General Eberhart, there has been some confusion about the se- 
quence of events on September 11 that maybe you can clear up for 
us. 

The time line we have been given is that at 8:55 on September 
11, American Airlines Flight 77 began turning east, away from its 
intended course, and at 9:10 Flight 77 was detected by the FAA 
radar over West Virginia, heading east. That was after the two 
planes had struck the World Trade Center Towers. 

Then 15 minutes later, at 9:25, the FAA notified NORAD that 
Flight 77 was headed towards Washington. Was that the first noti- 
fication NORAD or the DOD had that Flight 77 was probably being 
hijacked, and if it was, do you know why it took 15 minutes for the 
FAA to notify NORAD? 

General Eberhart. Sir, there is one minor difference. I show it 
as 9:24 that we were notified, and that was the first notification 
we received. I do not know, sir, why it took that amount of time 
for the FAA. You will have to ask the FAA. 

Chairman Levin. Do you know if that was the first notification 
to the DOD? 

General Eberhart. Yes, sir, that is the first documented notifica- 
tion we have. 

Chairman Levin. Either NORAD or any other component of the 
DOD? 

General Eberhart. Yes, sir. 

Chairman Levin. I have a number of other questions relative to 
that issue which should be clarified, and I am going to ask you 
those questions for the record to clear that up. It seems to me we 
all should have a very precise timetable and the precise indication 
of why other agencies or entities were not notified by FAA, if they 
were not. 

Perhaps you could make that inquiry for us, or we will ask the 
FAA directly, if you prefer. We would also ask what notification 
was given to the buildings in Washington once it was clear that 
this plane was headed towards Washington, but we will save those 
for the record. 

Senator Warner. 
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Senator Warner. I would have thought all of you in this cham- 
ber would have gone back and rehearsed these things, figured out 
what happened, what went wrong, so that we ensure it will not 
happen again. If there was that significant a delay and you cannot 
tell us why, how do we leave with an assurance that you and your 
subordinates have taken steps so that it will not happen again? 

General Eberhart. Sir, I assure you we have, and we practice 
this daily now. It now takes about 1 minute from the time that 
FAA sees some sort of discrepancy on their radar scope, or detects 
a discrepancy in terms of their communication, before they notify 
NORAD, and so that certainly has been fixed. 

I think at that time the FAA was still thinking that if they saw 
a problem, it was a problem that was a result of a mechanical fail- 
ure, or some sort of crew deviation. They were not thinking hijack- 
ing. Today, the first thing they think is hijacking, and we respond 
accordingly. 

Senator Warner. So working with the FAA, NORAD had not re- 
hearsed the possibilities of an aircraft being seized for some terror- 
ist activity? 

General Eberhart. Sir, the FAA is charged with the primary re- 
sponsibility in terms of hijacking in the United States of America. 
We are charged with assisting the FAA once they ask for our as- 
sistance. The last hijacking of a commercial aircraft in the United 
States of America was 1991, so although we practiced this day in 
and day out, the FAA sees on their scopes scores of problems that 
are a result of mechanical problems, switch errors, pilot errors, et 
cetera, and that is what they think when they see this. 

Although we have exercised this, we have practiced it, in all the 
hijackings I am aware of, where we have plenty of time to react, 
we got on the wing, and we followed this airplane to where it land- 
ed, and then the negotiations started. We were not thinking a mis- 
sile, an airborne missile that was going to be used as a target, a 
manned missile, if you will. In most cases when we practiced this, 
regrettably we practiced it, the origin of the flight was overseas, 
and we did not have the time-distance problems that we had on 
that morning. We had plenty of time to react, we were notified that 
for sure there was a hijacking, and we were notified that they were 
holding a gun to the pilot’s head and telling him to fly toward New 
York City or Washington, DC. 

So that is how we had practiced this, sir. I certainly wish we had 
practiced it differently, but I really think that for sure in the first 
two instances of 11 September, and probably in the third, time and 
distance would not have allowed us to get an airplane to the right 
place at the right time. 

Senator Warner. Let me just ask the following. You are now the 
commanding officer in charge of the Combat Aircraft Patrol (CAP) 
missions being flown over our various communities, which so far as 
I know have functioned exceedingly well and serve, I think, as a 
strong deterrent. It is being performed by Guard and regular avi- 
ators, am I not correct? 

General Eberhart. That is correct, sir. 

Senator Warner. Are the missions for the Guard any different 
than for the regular aviators? 

General Eberhart. No, sir. 
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Senator Warner. They fly the same? 

General Eberhart. Yes, sir. 

Senator Warner. If an aircraft begins to deviate and such secu- 
rity measures as are on board fail, whether it is an armed guard 
and so forth, then your aircraft is instructed, with certain proce- 
dures, to fire and take that plane down. That is basically what hap- 
pens. 

General Eberhart. When given the proper authority, yes, sir. 

Senator Warner. Here is my problem, and it is one of the rea- 
sons that I raise this posse comitatus situation. I have done some 
independent research on this matter. The Air Guard person is up 
there within the law of posse comitatus. It is a criminal penalty, 
as our chairman stated. By what authority is the regular perform- 
ing duty that the Air Guard is doing so we get around the posse 
comitatus? 

General Eberhart. Sir, I believe in this case it is not a law en- 
forcement action. I believe it is a national defense action. 

Senator Warner. Well, you say that. It could be a bunch of 
drunks on the plane who have caused it — I mean, there are sce- 
narios by which it could not be terrorism. That is one of the rea- 
sons I have raised this issue. I have been criticized roundly for 
bringing this up, first in a question to the Secretary of Defense, 
who acknowledged at that time in the hearing that he felt it ought 
to be reviewed. 

It is a subject of considerable debate in the National Journal, 
and I do not mind taking criticism, but I really think somebody 
ought to look at this very carefully, because what that aircraft is 
doing is supplementing what the armed guard is doing on the 
plane. If that measure fails, then and only then will that aircraft 
perform its really awesome mission. I just think we had better look 
at this posse comitatus. 

We also have to look at it because we could have situations 
where enormous numbers of our citizens could be put in harm’s 
way by some disaster, and the military folks who remain nearby 
could come in and help the police establish some law and order, if 
only to protect the citizens in some way against further harm. So 
I am glad somebody is taking a look at the situation of posse com- 
itatus. 

I agree with you, Mr. Secretary, the document has served us very 
well, but there comes a time when we have to reexamine the old 
laws of the 1800s. Given the challenge that we are faced with 
today, I would take a look, and have your lawyers take a look at 
that situation, because in Europe I am told by the Department of 
the Air Force that they are referred to as air police. Have you ever 
heard that term in Europe applied? 

Secretary White. No, sir. 

Senator Warner. Take a look at it. Have you or General 
Eberhart? 

General Eberhart. No, sir, I have not. 

Senator Warner. You ought to have a chat with a couple of the 
other two-stars around the hall. We ought to clarify that. 

To you, General Pace, the Secretary of Defense, in consulting 
with Senator Levin and myself and members of the House, talked 
about proposals by which to either modify a current CINCs respon- 
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sibility and/or maybe even the creation of another CINC to deal 
with the homeland defense, and also the possible need for an addi- 
tional, say, Deputy Secretary of Defense to be the counterpart for 
Governor Ridge and such other individuals within the Department 
of Defense and other agencies and departments will begin to form 
the structure to deal with these important challenges of homeland 
defense. To what extent can you elaborate on that for us? 

General Pace. Senator, thanks. The Unified Command Plan is a 
plan that breaks down the individual authorities of the individual 
commanders and, as you also know, it is the Chairman’s respon- 
sibility to recommend to the Secretary of Defense changes to those. 

As we speak, the individual service chiefs and the combatant 
commanders are proposing changes to the Unified Command Plan. 
They will be in to the Chairman by the end of October. The Chair- 
man will quickly synthesize all of those and go forward to the Sec- 
retary with his recommendations for the changes. One of the key 
elements in there is the requirement for a CINC specifically des- 
ignated for homeland defense. 

If I may go back to your previous question, sir, just to elaborate 
on the airmen who are flying right now. Because the authority to 
shoot down that airplane must come from either the President or 
the Secretary of Defense, and because the President has emergency 
powers to use his Armed Forces in that capacity, the particular 
pilot who is ordered to take that action would not be, in my judg- 
ment, subject to criminal prosecution. 

Senator Warner. There is this exception in there, and I think 
you raise a very important aspect of it. By virtue of the President 
ratifying the subordinate commander’s recommendation that the 
shootdown occur, he then would be operating under that exception 
of posse comitatus? 

General Pace. Yes, sir, and we should certainly take a look at 
that, sir, but we do not have your service members today in any 
jeopardy. 

Senator Warner. But, I mentioned it could be a bunch that is 
intoxicated. It could be a mentally deranged person on the plane. 
There are other hypotheses, regrettably, that jeopardize the safety 
of aircraft from time to time which are apart from terrorism. 

Chairman Levin. Thank you very much, Senator Warner. 

Senator Cleland. 

Senator Cleland. Thank you very much. 

I would like to pursue this question of posse comitatus. I am not 
a lawyer, but I really agree with Senator Warner, that I think the 
events of September 11 have given us a new demarcation here in 
our reaction as a defense team, or as a defense system, and I will 
say that I think it was proper in 1947 for the U.S. War Department 
to then be called the Defense Department. Since 1947 we have all 
been in the defense business. The defense of what? The defense of 
NATO, certainly. The defense of Bosnia, the defense of South 
Korea, certainly, but ultimately the defense of our homeland. 

So I think the number 1 lead agency for the defense of America 
is the Defense Department. That is where we put our money, our 
time, and our energy. We ask young Americans to risk their lives 
in harm’s way in America and all over the globe for that purpose, 
so that is where I am coming from. 
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Regarding posse comitatus, to me the date 1878 says it all. In my 
understanding, that is when President Grant asked Sherman’s 
troops to leave Georgia and said, don’t come back. I mean, that was 
the era where we had for 10 years Federal occupation of a number 
of States in America. There was great resentment of that, so I 
think the posse comitatus law that you could not in effect national- 
ize the American Armed Forces and have them go somewhere and 
occupy somebody, I think that was a direct reaction to that particu- 
lar era. 

The point is, when it came to the war on drugs, in 1980 we 
amended the posse comitatus law to allow the American military 
to do what, to defend our homeland, and American blood has been 
shed on American soil by a foreign foe on September 11, and now 
we are under attack by germ warfare. I do not think we need much 
more evidence to understand that we are not dealing with a crime. 
If this were a crime we would put the FBI Sherlock Holmes detec- 
tives on it, and we would nail Timothy McVeigh and execute him. 

This is war, and so I am not quite comfortable with the FBI lead- 
ing the war against terrorism and being the lead agency when we 
have the entire Department of Defense out there taking second 
seat. I think we have to figure out a new posse comitatus amend- 
ment that allows the Department of Defense to step forward and 
defend America. 

It is interesting that when the commander in chief was faced 
with that on September 11 he said, not only yes, but definitely yes, 
put your aircraft in the air, General Eberhart, without batting an 
eye. So in reality, that posse comitatus went out the window real 
quick. The commander in chief said so, and he had a right to say 
so, and he did the right thing, and so I do not think we are in a 
crime scene here. I think we are in a war. 

If we are in a war, then I think the Department of Defense ought 
to be the lead dog here. If we work from that premise, then every- 
body else can follow in, or follow along and be part of a homeland 
defense team, but I have been looking for a leader in this thing. 
We just got a briefing here from Senator Nunn, who sat in that 
chair, Mr. Secretary, just a few hours ago. He played the President 
in a Dark Winter exercise, a germ warfare attack against the 
United States, and what did he find? He said, “I found myself get- 
ting very impatient with bureaucracy.” In other words, he found 
that the agencies were not coordinating, were not cooperating with 
one another, and that is where we are today. 

So I think we are in search of defining exactly what we want to 
do as a Nation here. If we want to defend ourselves, especially our 
homeland, the lead agency ought to be the Department of Defense. 
I think there should be maybe a CINC for the homeland area, to 
work closely with the homeland guard, or the homeland czar, or 
whatever, but I am beginning to see that we need somebody to step 
up to the plate, and I think that is the Department of Defense. 

Now, I know it was not popular to be involved in counter- 
terrorism and so forth, and the American military wanted to be en- 
gaged elsewhere, but up until September 11 counterterrorism was 
buried over there in the Justice Department and the FBI some- 
where. Now we realize it is homeland defense. It is what we are 
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in the business of, survival, and so I just thought I would throw 
that out. 

Mr. Secretary, I want to ask you one question. The President mo- 
bilized the Air Force within a matter of hours to defend our Nation 
and said, we are in a war against terrorism. The Coast Guard, in 
a war, comes under the Department of Defense. Have you thought 
about asking for the authority, since the President says we are in 
a war, to put the Coast Guard in the Department of Defense now? 

Secretary White. On a permanent basis, not in a national emer- 
gency, but 

Senator Cleland. I would settle for a national emergency basis. 

Secretary White. That is a good question, and there has been 
thought on that, obviously. If you look at the events of 11 Septem- 
ber, the Navy and the Coast Guard have worked very closely for 
maritime and coastal defense, as they have for a long time, and the 
Commandant of the Coast Guard regularly attends coordination 
meetings in the tank with the other leaders of the military, so 
there is close coordination, albeit at this point no direct chain of 
command authority. 

Senator Cleland. Because the Coast Guard currently is under 
the Secretary of Transportation, and in so-called peacetime it is 
quite adequate, but this is not peacetime. This is war, and we have 
been made painfully aware of that, and I would just suggest that 
you look at that as one step towards DOD becoming more engaged 
in the war on terrorism. 

Thank you very much, Mr. Chairman. 

Chairman Levin. Thank you, Senator Cleland. 

Senator Inhofe. 

Senator Warner. Senator Inhofe, would you yield just to suggest 
to our witnesses in reference to the remarks made by our colleague, 
there is a very good piece written by Paul Stevens, called “U.S. 
Armed Forces Homeland Defense, the Legal Framework.” I would 
urge that those who have not had a chance to refer to it, it covers 
some of the points that our distinguished colleague just reviewed. 

Thank you, Mr. Chairman. 

Senator Inhofe. General Eberhart, quite a few questions have 
been asked about the length of time it has taken us to respond to 
certain requests, and I am naturally concerned. We have the 5073 
fielding that is involved in all of this out in Oklahoma. 

Have you ever just sat down and in a very brief way described 
what the decisionmaking matrix is for this process of having to 
make a shootdown? 

General Eberhart. Yes, sir. First, we are cued by the FAA. Now 
that cueing is a lot easier. We are actually up on a hotline, a chat 
line with the FAA all the time, so as soon as the FAA realizes 
there is a problem, we realize there is a problem simultaneously. 
We have taken what we call air battle managers and put them in 
the FAA sector, so they are present for duty and are there to co- 
ordinate and facilitate. You are familiar with air battle managers 
from the Airborne Warning Control Systems (AWACS). They are at 
Tinker Air Force Base. 

We also have increased FAA presence at our regions and our sec- 
tors. The most important thing is cueing, so that we know there 
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is a problem. Cueing allows us to work the time-distance problem 
I alluded to earlier. 

Second, we have continuous CAPs over Washington, DC, and 
New York City, which obviously allow us to respond very quickly 
in those locations of the northeast seaboard. 

We also run random CAPs throughout the United States of 
America over population centers and key infrastructure. Our goal 
there is to be unpredictable, and to have would-be terrorists know 
that we might be there, so your chances of success are not very 
good. 

Then finally, we have improved the communication lines between 
the pilot to the sector, the regional controllers, and to me. We have 
exercised this almost daily to make sure that once we see this prob- 
lem, once we get in a position where we can take action, all of that 
information is relayed up to the National Command Authorities, 
and we get the authority to take the action that they deem is ap- 
propriate. Hopefully, that is the action we have recommended to 
them. 

Senator Inhofe. Thank you, General. That is very specific, and 
I do appreciate that. Talking about the CAPs program, the role of 
the Guard, there has been some discussion on the changing of 
equipment. For example, I understand the F— 15 would perhaps 
perform those duties better than the F— 16. A lot of the changes in 
this program since 11 September are going to cost money. Are 
these in the QDR, or are you working on that now? First of all, do 
you think there will be a substantial increase because of the 
changes in emphasis and equipment? 

General Eberhart. Sir, I think there are changes that are appro- 
priate. There are modernization programs that are appropriate. We 
are reviewing those as we speak. Some of those programs were in- 
cluded in the Department’s request for the supplemental. First and 
foremost I think we need to focus on our command and control sys- 
tems. As a matter of fact, our command and control systems are 
1970s and 1980s technology in NORAD. They really have not kept 
pace over the years, and so we need to bring them into the 21st 
century. 

There are other things like additional radios for the F-15s, VHF 
radios, which you are very familiar with, and fighter data links. 
Right now, we are awaiting the benefit analysis for these missions, 
and they are part of the supplemental that came in, and will be 
part of the 2003 request. 

Senator Inhofe. You are working on that now? 

General Eberhart. Yes, sir, we sure are. 

Senator Inhofe. General Pace or anyone else, I came in kind of 
disagreeing with some of the things Senator Cleland said, but he 
made a very persuasive argument in terms of the use of our mili- 
tary. Historically, I have always opposed the use for one specific 
reason we have not talked about here today, and that is that we 
are currently in a crisis in terms of our deployments, in terms of 
our force strength, and I know everyone gets tired of hearing us 
talk about it, but nevertheless it is true that we are about one-half 
of where we were back in 1991 and we have deployments in places 
like Bosnia or Kosovo, where many of us do not believe we should 
have been deployed. 
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Nonetheless, if you are going to have an expanded role for the 
military into these areas, I contend that you do not have to change 
the act to do that. There is recently a study released on October 
12, that is this year, by the Center for Strategic Studies here in 
Washington, DC, and it says neither the Posse Comitatus Act nor, 
apparently, any other statute purports to deny, limit, or condition 
the President’s use of the Armed Forces in response to a cata- 
strophic terrorist attack on the United States. 

I guess what I am saying is I think it is going to happen anyway 
regardless of what we do with that act. My concern is that it affects 
readiness. I spent 5 years chairing that subcommittee, and I have 
been concerned about deterioration because of the force strength, 
modernization, and our deployments. How is this going to nega- 
tively impact it, and what can we do about that? 

General Pace. Senator, as we do with all allocations of resources, 
allocations especially of service members, part of the process that 
delivers to the Secretary of Defense a recommendation to send 
troops to Bosnia or to allocate troops to a particular section of this 
country will include the impact on readiness for the next most like- 
ly deployment of those forces, so when it goes forward to him it 
tells him, we need X number of troops to do this particular mission. 
If you send them on this mission, then we will need X number of 
months to get them back, retrained and ready to go for their most 
likely combat mission, so that kind of readiness equation is part of 
the process that tees up the decision for the Secretary. 

Senator Inhofe. I understand that and appreciate that, but that 
is on a specific mission or deployment. Right now, we are dealing 
with unknowns. We are establishing a policy whereby we may be 
using military in some areas where we had not used them in the 
past, and I would just caution all of us to keep that in mind, that 
somehow the cost of that is going to have to be transmitted to us 
and we will have to act on it. 

Unfortunately, it may be too late, and so we need to prepare as 
much in advance, if anything new is going to be imposed upon our 
military than they are already in their overloaded commission per- 
forming today. 

Secretary White. I suppose airport security is a classic example. 
We have today 6,000 guardsmen that are deployed in 430 airports 
across the country, augmenting security forces. That is all under 
State control, but that comes out of the same force pot that we 
send to Bosnia and we have Federal authority for, and that is the 
real challenge that we have to deal with here. 

Senator Inhofe. Thank you very much. 

Chairman Levin. Thank you. 

Senator Carnahan. 

Senator Carnahan. Secretary White, I would like to follow up on 
a question the chairman asked earlier and ask you to elaborate on 
what steps are being made to coordinate your activities with the 
new Office of Homeland Security headed by Governor Ridge. 

Secretary White. Senator, I have met with Governor Ridge and 
laid out for him in some detail how the Department operates in 
support of homeland security, both the civil support side and the 
defense side. We have assigned a senior officer and other staff to 
his office. The former Commander of the Joint Task Force for Civil 
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Support from Joint Forces Command, who has extensive experience 
in homeland security, will be a part of Governor Ridge’s office, and 

I look forward to detailed coordination with him as we go forward. 

Senator Carnahan. Thank you. 

General Kernan, there are currently 27 National Guard Weapons 
of Mass Destruction Civil Support Teams (WMD-CSTs) in exist- 
ence. Ten of these teams have been certified to assist in detecting 
the presence of chemical or biological agents. What are the roles of 
civil support teams in the event of a chemical or biological attack, 
and how else could these teams be of assistance as civilian first re- 
sponders in the event of such attacks? 

General Kernan. Senator, the civil support teams come under 
State title 32 responsibilities to the Governor. They are the first re- 
sponders. They possess 14 different specialties. They are com- 
manded by a National Guard Lieutenant Colonel. They have a mo- 
bile analytical lab and a mobile communications suite. 

What they do is, they arrive at the incident site, they assess, 
they analyze, they validate, and they facilitate the military support 
that may be required to a catastrophic incident in a State. They 
initially work for the State Governor. If additional military support 
is required for a weapons of mass destruction incident, or high 
yield explosive event in the United States, they would then facili- 
tate the military support coming to help save lives, prevent suffer- 
ing, and reestablish critical infrastructure and facilities. 

Secretary White. May I add that of the 10 that we have, since 

II September every one of them has been employed for a variety 
of tasks by the Governors, to include early on the team in New 
York under the control of Governor Pataki, so we have found them 
already to be enormously useful, and we are accelerating the train- 
ing and certification of the additional teams. 

Senator Carnahan. Thank you. 

General Eberhart, you are responsible for overseeing the security 
of America’s skies. Would you describe the new procedures that are 
in place to respond to hijacking of commercial aircraft, and if there 
are additional resources you feel are needed in intelligence or com- 
mand and control to further support this mission? 

General Eberhart. Yes, ma’am. In terms of the new procedures 
in effect, we have increased connectivity with the FAA, so in fact, 
as I said earlier, we are on a chat line with them 24 hours a day, 
365 days a year, so when they see a problem we simultaneously see 
that problem. 

Second, up until this time we were looking out. We were looking 
external to the United States of America for the foreign threat, and 
aerospace warning, aerospace control were our missions. It was re- 
defined on 11 September, because now aerospace warning and 
aerospace control means the unthinkable. It means looking inside 
the United States for this terrorist threat that developed at that 
time, and so now we are employing additional radars. 

These radars come in the form of Coast Guard airplanes, Navy 
airplanes, and additional AWACS, to include NATO AWACS. Five 
NATO AWACS are a part of our team now and are temporarily de- 
ployed to Tinker Air Force Base. We are also moving ground radars 
throughout the United States to fill areas where we did not have 
good internal coverage in terms of the military. We are also linking 
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some of the FAA radars into our command and control sectors in 
our region and NORAD command posts to make sure we are seeing 
again what the FAA is seeing so we are able to increase our situa- 
tional awareness and decrease greatly the reaction time to work 
the time and distance problem. 

Senator Carnahan. Thank you very much. 

Chairman Levin. Thank you, Senator Carnahan. 

Senator Allard. 

Senator Allard. Thank you, Mr. Chairman. 

General Eberhart, I am very interested in NORAD, and so I am 
particularly interested in how NORAD might interact with our var- 
ious agencies, particularly the FAA. I appreciate the question that 
was asked by Senator Carnahan, but I am going to ask for a little 
more detail. On September 11, my understanding is we had air- 
craft at least up in the air when the second plane hit the Twin 
Towers, is that correct? 

General Eberhart. Yes, sir. 

Senator Allard. So what I am interested in knowing is, what 
was the process there, and then how was that followed up with the 
other aircraft that you identified that were coming or heading to- 
wards Washington, and how you responded, and how was the FAA 
interacting with NORAD in that whole situation, starting with that 
first plane you deployed heading toward New York City? 

General Eberhart. Yes, sir. The first flight I think was Amer- 
ican Flight 11. The FAA, once they notified us, we issued a scram- 
ble order almost simultaneously to the first crash, that flight of two 
out of Otis Air Force Base, out of Cape Cod 

Senator Allard. Let me understand this. So right at the time 
the first aircraft was hitting the Twin Towers, you are being noti- 
fied by the FAA that you had another plane headed towards the 
towers? 

General Eberhart. They notified us of the first hijacking just 
about the time that airplane was hitting the tower, and at that 
time we issued a scramble order to the two F-15s out of Otis Air 
Force Base. We continued to send those airplanes toward New 
York City, because initially, as we worked with the FAA, we were 
not sure if that was the hijacked airplane. 

I hate to admit it, but I was sitting there hoping that someone 
had made a mistake, there had been an accident, that this was not 
a hijacked airplane, because there was confusion. We were told it 
was a light commuter airplane. It did not look like that was caused 
by a light commuter airplane, and so we were still trying to sort 
it out. We are moving the two F-15s, and we were continuing to 
move them. They were flying toward New York City. In fact, they 
were 8 minutes away from New York City when the second crash 
occured. We did not turn them around. We did not send them back. 

Senator Allard. They had not made a sighting of that airplane? 

General Eberhart. Again, the issue is time and distance. Once 
we told them to get airborne, it took them only 6 minutes. Talk 
about the professionalism and training of these individuals. Trag- 
ically, there was just too much distance between Otis and New 
York City to get there in time. 

Senator Allard. Now, did the FAA notify you that you had a 
second hijacked plane somewhere up there? 
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General Eberhart. Yes, sir. During that time, we were notified. 
We will provide the exact time line for the record. 

[The information referred to follows:] 


NORAD’s Response Times 


0842 -UA 93 1003 -UA 93 

Takes oft Crash 

from Newark 
for San 
Francisco 


0820 - AA 77 
Takes off 
from Dulles 
for Los 
Angeles 


0924 - AA 77 0937 - AA 77 

FA A reports Impact on 
possible Pentagon, 
hijack to (Closest fighter 
NEADS 120 miles away) 


0814 -UA 175 
Takes off 
from Boston 
for Los 
Angeles 


0843 - UA 175 
FAA reports 
possible 
hijack to 
NEADS 


0902 -UA 175 
Impact on World 
Trade Center 2. 
(Closest fighter 
8 min **•*/ 71 
miles away) 


0759- AA 11 
Takes off 
from Boston 
for Los 
Angeles 


0840 -AA 11 0846 -AA 11 
FAA reports Impact 
possible on World 

hijack to Trade 

NEADS ' Center 1 — 


— O $ O O $ — 

0800 0815 0830 0845 0900 


* All times Eastern Daylight Time; NEADS s Northeast Defense 
Sector 

” Scramble = order to get an aircraft airborne as soon as 
possible 

Estimated = loss of radar contact 
*"• Flight times ate calculated at 9 miles per minute or .9 mach 
Note: There was no formal FAA notification to NEADS 
regarding the hijacking of UA 93; the FAA and NEADS had 
already established an open line of communication 
discussing AA 77 and UA 93 


0846 - Otis Air 
National Guard 
scramble order 
issued ** 


0852 - Otis 

Fighters 

Airborne 


0924 - Langley 
scramble order 
issued ** 


0930 - Langley 

fighters 

airborne 


Senator Allard. I am not interested in the exact time line as 
much as I am how the FAA reacted with NORAD during this time 
period. 

Then you had the other two planes, and then the FAA continued 
to notify NORAD that you had two other potential hijackings, these 
headed for Washington, is that correct? 

General Eberhart. Yes, sir. We were working the initial hijack- 
ing of the one, I think it was Flight 77 that crashed into the Penta- 
gon. We launched the airplanes out of Langley Air Force Base as 
soon as the FAA notified us about a hijacking. At that time it took 
those airplanes, two F-16s again, 6 minutes to get airborne. They 
were approximately 13 minutes away from Washington, DC, when 
the tragic crash occurred. 

Now, the last flight was a little bit different. I think it was 
United Airlines Flight 93 in Pennsylvania. At that time we were 
trying to decide initially if that flight was going to continue west, 
and if there was some other target for that flight, was it Chicago, 
was it St. Louis, and what might we do to launch an aircraft to 
intercept it. 

Senator Allard. So the FAA knew before it deviated its flight 
pattern that it was hijacked? 

General Eberhart. What they really knew was, it was headed 
west, Sir. It dropped off their radar screen, and then they reac- 
quired it. At that time it became obvious to us, we thought it was 
probably headed for Washington, DC, but maybe New York City. 
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We elected at that time to keep the airplanes that were doing the 
Combat Air Patrol over Washington, DC, and New York City right 
where they were in case there was another airplane coming. Then 
our intent was to go out and meet that aircraft and destroy it if 
we needed to, if it entered either Washington, DC, or New York 
City air space. 

Senator Allard. My understanding is that NORAD has made 
some effort to get direct access to FAA radar data in the past. You 
have not had access to that? What is the status of that? 

General Eberhart. Yes, sir. Again, in the past we have had ac- 
cess to what we call the Joint Surveillance System, which is that 
system which rings the United States. It looks for the foreign 
threat. It looks for someone coming into our air space that is not 
authorized. 

We have not been charged, we have not been concerned with any 
aircraft that originate inside of our air space because we believed 
that, in fact, is an authorized aircraft on a flight plan and is au- 
thorized to be in the United States of America, so we have been 
looking out. We have had access to the Joint Surveillance System, 
but we have not taken all of the radars internal to the United 
States and imported those into our command and control centers. 

Back in the 1950s, we actually owned and controlled all of those 
radars in the United States Air Force, and since 1958, when we 
stood up the FAA, we have been moving those radars to the FAA. 
We have helped pay for them and purchase them, and we have ac- 
tually moved manpower on the order of about 200 people over the 
years to the FAA to operate these radars, but we were looking out, 
and we used the radars that the FAA uses to look out. We both 
use those radars. 

But now, to answer your question, we have figured out a way to 
take these internal radars and net them into our command and 
control centers. 

Senator Allard. Well, I just want to thank you and your people 
for a tremendous effort, in light of totally unexpected cir- 
cumstances, and I, for one, appreciate the readiness that was dis- 
played. I think that when you think about getting that plane and 
taking off in 6 minutes, there had to be a lot of hustle there, and 
I recognize that, and we are searching for better ways in which we 
can even do a better job while recognizing that you did a superb 
job at the time. So I want to thank you and your people, General, 
for that. 

I see my time has expired. 

Chairman Levin. Thank you, Senator Allard. 

Senator Dayton. 

Senator Dayton. Thank you, Mr. Chairman, and I appreciate 
your convening this hearing. This has been a day of very impactful 
and instructive testimony. I want to thank our witnesses here, too. 

This morning we had a subcommittee hearing chaired by Senator 
Landrieu, and with the involvement of the Ranking Member, Sen- 
ator Roberts. There was mind-blowing testimony about the threats 
under the category of bioterrorism. I discovered then, others have 
known it before, about possible threats in the area of agricultural 
terrorism, chemical terrorism. 
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Now, this afternoon, we are reviewing the acts of civilian air- 
plane hijacking, turning them into, as you said, manned missiles. 
In between we had a Top Secret briefing from the Director of the 
FBI and the Director of the CIA. Since those were Top Secret, all 
I can say is that there were areas discussed there that, again, to 
a new Senator are revealing and mind-boggling. 

So I guess I want to say, following up on what Senator Allard 
said, the magnitude and the enormity and the complexity and the 
multidimensional nature of what we are now calling homeland de- 
fense, or homeland security, are staggering. 

It is one thing to come in with perfect hindsight, and I am not 
saying we should not do so to learn the lessons for the future, but 
we talk about a Dark Winter simulation. We have been in a Dark 
Fall in reality, and we are still in the midst of one right now with 
the anthrax situation, which is changing on a daily if not hourly 
basis, and may have other unfoldings that have already taken ef- 
fect that we are just not aware of yet. 

So I think we have to take all of this both with respect and ap- 
preciation for all you are doing. While looking for those areas 
where we can improve, because we always can improve. But we al- 
ways say we are preparing for the last war. What constitutes 
homeland defense we have learned through a $359 million defense 
budget, and then we are in the midst of a legitimate debate about 
how much more, according to the national missile defense develop- 
ment, and lo and behold we have some very astute and very deter- 
mined, to the point of self-sacrifice, enemies who are looking for ex- 
actly what it is we are not focused on or we are not prepared for, 
and that is where they are going to strike next, at what we are not 
prepared for. 

We do not want to scare the American people. On the other 
hand, no one is complacent any more. How do we cope with all of 
this, and how do we do so without spending more money? I guess 
I go back to that, because we just passed a tax cut. We thought 
that was the right thing. People thought that was the right thing 
to do. With all respect, we thought we had a surplus, but now we 
find we have a diminishing surplus and we have these greater 
needs. 

We are told this morning our public health system is seriously 
inadequate to address those potential threats and those real 
threats now. How do we gear ourselves up across the board for all 
of this, much less coordinate it? 

Secretary White. Well, I think, Senator, we are geared up. We 
have a great deal of work to do. For example, the key to homeland 
security to me is the competence and capabilities of the first re- 
sponders. There are 11 million first responders in this country — 
State police, emergency medical technicians, local hazardous mate- 
rial teams — and the question is, if you look at the threats that you 
are talking about, what are the gaps in the capabilities, and then 
how do we fill those gaps on either an interim basis with assets 
of the Department of Defense, Reserve component or active, and 
then on a long term basis how do we build the confidence of the 
first responders to fill in those gaps? 

We cannot take all the resources of the Department, because our 
worldwide challenges are not going to go away, and there is a con- 
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currency to this effort between what we do in the homeland and 
what we are doing in CENTCOM or other regions of the world that 
all address the same set of forces. 

I do not think there is any way, with the increased operational 
tempo that we are currently facing, like the air cap that General 
Eberhart is directing, that you are going to be able to do this in 
the same resource ceilings we were talking about before 11 Septem- 
ber, because the operational tempo is just significantly escalated, 
and that is our national challenge, as to how to come to grips with 
that. 

Senator Dayton. Do any of the others want to add to that? 

General Kernan. Sir, I would just echo what Secretary White 
said. We have some tremendous capability right now, and we have 
refocused it, everybody is energized, and we are looking to get the 
synergy that we need. Fusing efforts in the interagency arena, and 
a fusion of both domestic and international intelligence and infor- 
mation, and the ability to do the collaborative planning, is going to 
allow us to better predict what the threat is, and allow us to be 
much more proactive. We will have to look at reducing those seams 
and gaps that you talked about. 

We are assessing what command relationships make the best 
sense. I think we need to look at the authorities that Guard, Re- 
serve, and Active components have, and who can work for whom, 
and under what conditions can you maximize the flexibility within 
the State. 

The key is the responsiveness of the first responders, as Sec- 
retary White said. The more prepared we are for them to be em- 
ployed and engaged to deter, I think the better we are going to be 
able to protect our citizens. 

General Pace. Senator, I would simply add that part of a good 
defense is a good offense, and we have a tremendous country. It is 
an open society. We want to keep it an open society. There are 
many parts of it to defend. A good way to defend it is to keep the 
other guy off-balance by attacking him where he lives. 

Senator Dayton. Thank you, Mr. Chairman. My time has ex- 
pired. 

Chairman Levin. Thank you. 

Senator Hutchinson. 

Senator Hutchinson. Thank you, Mr. Chairman. We have had 
several members make reference to the very excellent hearing that 
the Emerging Threats and Capabilities Subcommittee under Chair- 
woman Landrieu conducted this morning. It was a pretty chilling 
presentation, at least in my mind, what we heard, and in that pres- 
entation Senator Nunn made the comment that smallpox was — he 
expressed it as being that which was the least likely to be used, 
but the most catastrophic if used as a threat to our population, 
then he went on to say that the Health and Human Services was 
moving very aggressively to find multiple sources of smallpox vac- 
cine. 

Later in the hearing, the question was posed to the entire panel, 
if smallpox is the least likely weapon to be used, what is the most 
likely, and the answer was anthrax. Perhaps on a wider scale, a 
more sophisticated scale, but anthrax was the most likely bioterror- 
ist threat that we faced. 
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Hearing that, the question rose in my mind, and the question 
that I posed to the panel was, well, if the least likely is smallpox, 
and we are seeking multiple sources of access, multiple sources for 
smallpox vaccine, and the greatest threat, at least the greatest in 
the sense of likelihood of being used is anthrax, what is the logic 
behind us having one source for anthrax vaccine? What is the 
logic? 

Dr. O’Toole responded immediately by saying, it is not logical, 
nor is it defensible. I think she is exactly right, and it is a concern 
that I have had for a long time. My first question is, can the vac- 
cine that is produced at the BioPort facility in Michigan, the an- 
thrax vaccine, presumably, hopefully that it will be approved quick- 
ly by the FDA and that we can see production begin again. 

How can the civilian population access that? Will it be only for 
force protection? We are talking about homeland security. What 
kind of prospects are there that the production of anthrax vaccine 
could be available for protection of the general population should 
that be needed? 

Secretary White. Well, the anthrax vaccine, Senator, with a sin- 
gle source, was in a single source because the only people we felt 
necessary to protect with the vaccine were those people in the De- 
partment of Defense who would have an immediate concern with 
anthrax. 

Senator Hutchinson. Which obviously was a misguided strategy, 
since we do not have a vaccine for our troops today going into the 
arena of harm’s way. 

Secretary White. Yes, given the events since 11 September, but 
I would say two things. I was in Houston last Friday, and met with 
the emergency health services people, and the doctor there said, if 
you are really worried about a biothreat to this country, get your 
flu shot this year, because 30,000 people a year die of the flu in 
this country. 

The Health and Human Services under Secretary Thompson is 
going to move anthrax vaccines and the business and production of 
it to a national program. 

Senator Hutchinson. If I might interrupt you, Secretary White, 
my understanding is, it is 36 months before any commercial firm 
will be able to produce anthrax vaccine, so even if they move very 
aggressively, for 36 months there is no protection, unless there is 
some means of accessing the DOD production. 

Secretary White. The principal treatment for anthrax today is 
antibiotics, and that depends upon early detection, but the strain 
that started here is 100 percent treatable with antibiotics. 

Senator Hutchinson. I do not mean to be argumentative, but I 
have been told there are strains of anthrax that are resistant to 
antibiotics. Is that accurate? 

Secretary White. I am not an expert, so I do not think I should 
offer an opinion. I think the point is, we need something far greater 
than the BioPort single source. I know that Secretary Thompson, 
in working with the FDA, is pushing to number 1, certify BioPort’s 
production; and number 2, expand those that are in the business 
as rapidly as he can. 
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Senator Hutchinson. Mr. Secretary, are there pathogens beyond 
anthrax and smallpox that our troops, our forces face as potential 
risk, potential dangers in the future? 

Secretary White. I would say yes. 

Senator Hutchinson. The Surgeon General of the United States 
has endorsed the idea of a GOCO, a Government-owned, contrac- 
tor-operated facility because there are pathogens out there that will 
never be commercially feasible. Will the Department of Defense, 
working in conjunction with HHS, and working in conjunction with 
the Surgeon General, move expeditiously toward a GOCO? 

Secretary White. Absolutely. If the GOCO is the right way to 
produce it, with all the experts, then we would obviously support 
that. We are heavily involved in the research on this, at Frederick, 
at Fort Dietrich. We have a leading research laboratory there on 
biological terrorism threats, and we will be an active part of the 
solution. 

Senator Hutchinson. One of the suggestions Senator Nunn 
made was the hiring of Russian scientists, and it was a very con- 
structive idea. My question is, after this amount of time, is it too 
late for those Russian scientists that worked in biological warfare, 
created a lot of the weapons that are unfortunately out there, for 
us to endorse that kind of a policy, where we try to take some of 
those that may be a potential threat and utilize them and their ex- 
pertise in trying to fight these biological threats to our country? 

Secretary White. Well, that is a good question. We have an enor- 
mous research capability in this area already, both in the Army 
and the Center for Disease Control in Atlanta, and those two facili- 
ties work very closely together. I know on the Army side, and I am 
sure in Atlanta, they are looking to recruit talent in these highly 
specific areas, but as we sit on the ground today we think we have 
the finest technical base in the world to deal with these things. 

Senator Hutchinson. I do not think it is necessarily a reflection 
on our lack of talent, but trying to get that talent out of the poten- 
tial of working for our enemies. 

Thank you, Mr. Chairman. 

Senator Reed [presiding]. Thank you, Senator Hutchinson. 

Senator Akaka. 

Senator Akaka. Thank you very much, Mr. Chairman. 

General Pace, since September 11, many operations have been 
increased, and there is no question that there has been a burden 
on the present Active Forces that we have, and so I am concerned 
about the structure and training and personnel. 

Do you believe, General Pace, that increased operations — for ex- 
ample, increased air patrols over the United States’ cities and the 
use of National Guard personnel at airports, do you think that they 
are likely to be maintained for a long period of time? 

General Pace. Senator, I am not sure what the definition of a 
long period of time is, but certainly it must be maintained until 
other forces are available. If it turns out to be a pure police func- 
tion and a police force can be built to take over that function, then 
naturally we would turn it over. I do not know who else in the 
United States could possibly do that, the CAP that General 
Eberhart’s people are doing, but I would like to take the oppor- 
tunity to tell you how fortunate we all are to have such a robust 



34 


capability in our National Guard and in our Reserves, and those 
folks are critical. 

Senator Akaka. I am glad to hear that, but let me ask you this, 
then. Do we have adequate force structure, training, and personnel 
to sustain these operations on the long-term basis? 

General Pace. Sir, it depends upon how many other things we 
embark on. Quite honestly, we may not have enough active force 
structure. It all depends on the coalition. There have been about 
40 countries so far who have offered to assist us in many ways, 
some of them financial, others up to going into combat with us, so 
there are opportunities for our country to partner with our friends 
around the world to be able to share some of this burden, but as 
we go down this road, which is still very uncertain, we may very 
well need to change our force structure. 

Senator Akaka. General Pace, what, if any, is the impact of your 
Department’s current activities regarding homeland defense on our 
readiness for other missions? 

General Pace. Sir, short term we have not had a major impact 
from the allocation of resources to homeland defense. One area, 
however, is in the area of the Airborne Warning and Control Sys- 
tem (AWACS), early warning aircraft. In fact, that aircraft has 
been in such demand that our NATO friends have sent five of their 
AWACS type aircraft here to assist General Eberhart in his mis- 
sion, so there are specific low density, high demand assets, pri- 
marily intelligence and air warning type assets that are in short 
supply and are being used more rapidly now than they were before. 

Senator Akaka. General Kernan, would you have a comment on 
that? 

General Kernan. Yes, sir. Unquestionably there are some signifi- 
cant training and readiness implications due to the crisis we find 
ourselves in today. A lot of it has to do with the force protection 
condition levels, for instance, that we maintain to protect our mili- 
tary installations. Increasing our force protection condition Charlie, 
will commit tens of thousands of our troops to just protecting our 
installations. 

As General Pace said, right now it has not had any readiness im- 
pact. A lot of what we are being asked to do in the way of home- 
land defense are collateral tasks to our primary warfighting mis- 
sions, but obviously operations tempo has increased. We still rely 
heavily on the Guard and Reserve, so the force structure issue is 
one that needs to be very carefully studied. 

Senator Akaka. General Eberhart, you said in your testimony 
that NORAD forces are also focused on threats coming from within 
our own air space. Are these duties in addition to the prior focus 
on threats originally coming from external forces, and if so, how 
are you preparing to do both? 

General Eberhart. Yes, sir. They are in addition to the aero- 
space warning, and aerospace control focus we had in looking ex- 
ternally. We are preparing and training to do this through the 
means we have talked about earlier in terms of additional radars 
in the interior of the United States, different netting and 
connectivity between the FAA and other agencies and NORAD, and 
close cooperation with Pacific Command and with Joint Forces 
Command. 
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In fact, on occasion we have had operational control or tactical 
control of Navy ships or Navy airplanes to work these kinds of 
problems, so we are looking at any and all ways as we fight this 
war on terrorism to use the resources available and use them as 
smartly as we possibly can. 

Senator Akaka. Thank you very much, General. 

Senator Reed. Thank you, Senator Akaka. 

Senator Sessions. 

Senator Sessions. Thank you, Mr. Chairman. 

General Eberhart, a question that I would ask, and I think this 
has been stated before, but by what authority was it that your pi- 
lots had the authority to shoot down an aircraft? Where was that 
given, and what, legally, do you have to have before you can do 
that? 

General Eberhart. Sir, the authority was from the National 
Command Authorities. We never asked for that authority, and we 
never gave the pilot that authority because we did not see that sit- 
uation. We did not see the necessity to do that, but the authority 
was from the National Command Authorities. 

Again, we have thought our way through this in exercises, and 
worked with our lawyers, and have decided over time that if we 
were convinced that the people on board that aircraft were going 
to die regardless, and if we allow that airplane to continue on, oth- 
ers are going to die, too, and we believe that that is persuasive — 
that is difficult. I cannot imagine a pilot living with that the rest 
of his life, but we have talked to all of them. They all say they are 
prepared to do this if they have to, and we know they are all hop- 
ing to God they never have to do it. 

Senator Sessions. But has there been an agreed-upon person or 
command authority that would approve that, or is it up to the 
pilot? 

General Eberhart. No, sir, it is well above the pilot. The Na- 
tional Command Authorities do not wish us to discuss that in open 
testimony. 

Senator Sessions. But you have clarified in your own mind that 
there is no doubt as to how that should be handled? 

General Eberhart. There is no doubt in the minds of our pilots 
and all of our intermediate commanders, right on up to the Na- 
tional Command Authorities. 

Senator Sessions. A question about posse comitatus and the in- 
volvement of the defense forces in homeland defense is a very trou- 
blesome issue. We had hearings several years ago under Nunn- 
Lugar and the Department of Defense willingly decided that they 
would want to give up that responsibility of training local police 
that was given them, and we agreed to that, and the Department 
of Justice assumed that responsibility. 

It seems to me that that is the right thing. Secretary White, we 
went through that before, that we want our military constantly 
ready at a moment’s notice to do what it is committed and trained 
to do, and if we put too many domestic civilian training demands 
on them. But it does undermine your core function, does it not, in 
addition to the legal and historical reasons for minimizing military 
involvement in domestic law enforcement? 
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Secretary White. Yes, Senator, it does, but at the same time, if 
we in the Quadrennial Defense Review have said that homeland 
security and homeland defense is the most important thing we do, 
it becomes a matter of balance. 

If we have deficiencies in first responders, and in coordination 
with Governor Ridge, we have to figure out a way to fill in those 
gaps between the States and local communities to provide the nec- 
essary defense, then we are going to have to make decisions about 
how to apportion resources and allocate them, because somebody 
has to do it. 

For example, we have biological and chemical units in our struc- 
ture because we face those threats on the battlefield, not because 
there might be a biological attack in New York City. As we review 
this whole business of homeland security, we are going to have to 
revisit those questions of the appropriateness of the force structure 
to a balanced capability between what we do in homeland security 
and our traditional focus internationally on the threats that face us 
and make some decisions about priorities. 

Senator Sessions. I think that is exactly right. I guess my con- 
cern would be that we do not somehow look on the Department of 
Defense but on the base force within the community, but it would 
be a response force called on in an emergency. We need to know, 
I think, for example, that we have certain chemical and biological 
teams that do not need to be duplicated elsewhere if yours are 
available to be called on. Is that what Mr. Ridge is going to be 
working to do, to decide what the needs are and what the gaps are 
and what the duplications are, and try to develop a comprehensive 
program that will best cover our Nation? 

Secretary White. I think that is precisely the challenge, and to 
me the cornerstone is to begin by looking at the 11 million first re- 
sponders in this country, in State and local organizations. The 
question is, what are the gaps, and how do we fill in the gaps, and 
what do we add to them? Until we can add it, what do we do in 
the interim? That to me is the essence of Governor Ridge’s chal- 
lenge to sort out, and we aim to help him do that. 

Senator Sessions. I know we have a first responder training cen- 
ter in Alabama for civil domestic preparedness, and surely anybody 
who saw what happened in New York knows it was the police and 
fire fighters that are first there. Now, the Guard or the Active Duty 
Force could be called on to supplement, and would be, but tradi- 
tionally it is going to be — I mean, every time it will be, in the in- 
ferno — the people who are right on the scene to begin with. 

General Eberhart, I know General Pace has wrestled with this, 
and maybe I should ask him about it. In the Southern Command, 
the drug effort and the law enforcement part of that and the mili- 
tary mission is important. As a United States Attorney on the Gulf 
Coast for 12 years, I was aware that we were vulnerable to flights 
from South and Central America coming into the country pretty 
much undetected. Now, we are trying to protect our major cities. 
I will ask you, General Eberhart, do you think that we need any 
increased effort to maintain security over our southern border? 

General Eberhart. Sir, we are doing a radar coverage analysis 
as we speak, to include looking at aerostats. We have used them 
there for years. We are going to draw them down, but before we 
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do that, we are going to make sure there is no value added with 
this new mission of homeland defense and looking to the interior. 
We are doing that analysis to see what is value added, and that 
should be available soon. 

Senator Sessions. I would add, the aerostats have not proven to 
be spectacularly successful in the drug effort, but maybe they will 
be in the effort for homeland defense. 

Senator Reed. Thank you, Senator Sessions. 

Senator Landrieu. 

Senator Landrieu. Thank you, Mr. Chairman. Let me, if I could, 
submit for the record a fairly lengthy opening statement that 
would support many of the issues raised by Senator Cleland. I 
want to associate myself with remarks he made, and this state- 
ment goes into a lot more detail about that. 

[The prepared statement of Senator Landrieu follows:] 

Prepared Statement by Senator Mary L. Landrieu 

All government officials in this room, from Chairman Levin to Secretary White, 
to General Pace, to our professional and personal staffs, take an oath of office. That 
oath states, “We shall protect and defend the Constitution of the United States from 
all enemies — foreign and domestic.” At this time, our Nation and our constitution 
require protection from enemies both foreign and domestic. The hijackings on Sep- 
tember ll and the subsequent anthrax attacks were infiltrated from within our bor- 
ders. For the first time since the War of 1812, our United States have been at- 
tacked. Like then, our military should provide defenses to the Nation during this 
current time of war. 

As the Chairwoman of the Subcommittee on Emerging Threats and Capabilities, 
I appreciate, Mr. Chairman, that you have called this hearing. As one of 100 Sen- 
ators and as one of millions of citizens, I am grateful we are exploring the role of 
the Department of Defense in homeland security. This morning, I chaired a sub- 
committee hearing to investigate our Nation’s preparedness in response to a hypo- 
thetical smallpox outbreak. Quite frankly, the exercise, known as Dark Winter, 
which was conducted under the direction of this committee’s former chairman, Sam 
Nunn, and the Center for Strategic and International Studies (CSIS), was quite so- 
bering. Neither our Federal nor local officials, responding to the smallpox outbreak, 
worked effectively to curb and ameliorate the disaster. Moreover, in this exercise, 
the government had to resort to martial law to restore any semblance of order. 

Politicians, generals, and think tanks have long hypothesized over a possible ter- 
rorist threat to the United States of America. As of September 11, the days of 
hypothesizing are over. The United States faces, and will continue to face, real 
threats from biological, chemical, radiological, and possibly even nuclear weapons, 
that could devastate our critical infrastructure, our economy, our public health sys- 
tem, and cause massive casualties. 

Because our politicians, generals, and think tanks have been contemplating the 
possibility of an attack, our level of preparedness for such attacks has improved 
slightly in recent years. While I know that our emergency responders and public 
health officials have worked hard in response to the September 11 attacks and the 
anthrax scares, those events have also shown that we are still under-prepared. Our 
enemies are well aware that our citizens are scared, and that our government has 
yet to remedy the public’s fear. Our enemies are not going to give us a time out 
or a reprieve to wait for the U.S. government, local governments, and public health 
officials to tighten up critical infrastructure, expand our vaccine programs, imple- 
ment bio-chem detection units, and otherwise improve our capabilities to respond 
to the next public emergency. They do not play by the rules. 

Regrettably, I think our Department of Defense is beholden to an old notion of 
traditions and rules that hamper the Department’s ability to emerge as the leader 
it needs to be in Homeland Defense. For generations, the Department has thought 
that wars would be fought on other continents, and not on our soil. Under the doc- 
trine of Posse Comitatus, which dates back to the Revolutionary War, the U.S. was 
not to maintain standing armies for any constabular purposes within the United 
States. Our soldiers were not to engage in domestic defense or activities generally 
associated with law enforcement. The F.B.I., local police forces, and the National 
Guard were created to undertake domestic defense. I recognize the spirit from which 
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Posse Comitatus grew, and I am a strong proponent of federalism. However, our 50 
States have been attacked, and we will only further endanger our citizenry if the 
Department of Defense is withheld from taking action when American soil is under 
attack. Posse Comitatus does not forbid the use of troops to quell riots and civil dis- 
turbances, and it should not pose a barrier when our Nation is under attack from 
its enemies. Notions that the Department of Defense cannot actively participate in 
Homeland Defense are antiquated, and they jeopardize our democracy. 

The Department of Defense has long prepared its uniformed men and women for 
the dangers of a non-conventional attack stemming from the use of weapons of mass 
destruction (WMD). These men and women best know how to respond to the dan- 
gers that presently face the United States at home. Moreover, the Department of 
Defense has dedicated teams of scientists to create a wide array of counter-measures 
and defenses to a WMD attack. Furthermore, they have created state-of-the-art 
WMD detection units for troops in the field that our Federal and local officials cer- 
tainly need to protect the Nation. Our military has also been better trained to re- 
spond to the likelihood of a WMD attack than our civilian officials. We cannot afford 
to have the best department suited for response, evaluation, containment, civilian 
security, and defense on the sidelines because of its reluctance or beliefs in old theo- 
ries of states’ rights that should not apply when America is under attack. 

Currently, over 40 Federal agencies and countless state and local agencies have 
responded to the September 11 attacks and the anthrax scares. Again, those brave 
men and women who have responded are to be lauded. However, there have been 
dents in the armor, as evidenced by the deaths of the postal workers in Washington, 
DC. What the American people are looking for is a solidifying force to restore con- 
fidence, and I believe that DOD can best provide that stability and confidence. I am 
hopeful the Department of Defense is willing to undergo a paradigm shift and take 
an active role, if not a primary role, in homeland defense. We must not forget, after 
all, that the Pentagon was one of the sites attacked on September 11. 

The Quadrennial Defense Review, which was released on September 30, 2001, 
does not provide the framework it should as to how our military will deal with the 
asymmetrical type of war that will dominate the beginning of the 21st century. The 
tragedies of September 11 are mentioned by the QDR as part of DOD’s military 
planning, but DOD merely papers over the problems posed by September 11. 

At least the QDR states, “Defending the Nation from attack is the foundation of 
strategy.” The QDR recognizes that the real chance of another domestic attack has 
increased dramatically since September 11, 2001, and states “. . . the defense 
strategy restores the emphasis once placed on defending the United States and its 
land. . .” 

Nevertheless, the QDR raises concerns that the Department of Defense will not 
commit itself to an active role in homeland defense. I recognize the Office of Home- 
land Security should oversee and coordinate a national strategy to safeguard the 
United States against terrorist attacks and respond to them. Again, however, DOD 
should not be so willing to cede over its expertise in crisis management and re- 
sponse, and by doing so, only take merely a supplemental role in Homeland Defense. 
The QDR makes clear that local police and fire officials should continue to serve 
as the first responders to future attacks, and that the DOD does not wish to give 
such a duty to the military. However, it seems evident that the military possesses 
both the human and the scientific assets to best assess the aftermath of an attack, 
restore calm, and provide further protection to the area affected in the case of sec- 
ondary attacks by an enemy. 

I am hopeful that, today, we can alleviate much of DOD’s misgivings about any 
active participation in Homeland Defense. Of course, DOD will have to change its 
force structure and organization to fight the new type of war that so affects our Na- 
tion. Frankly, I am encouraged by the possibility of such changes because it will sig- 
nal an end to planning and organizing based on the obsolete notions of the Cold 
War. Furthermore, it is not my intention for military to undertake this task without 
the means to do so. 

Congress must and will provide DOD the funds to meet the demands of the war 
we currently face at home. There is a war to fight on the home front, and Congress 
will ensure that our military is funded to fight that fight. DOD’s role in Homeland 
Defense will not be an unfunded mandate. We need our Nation’s best and brightest 
at this urgent time, and our men and women in uniform are the best and the bright- 
est. 

Once again, Mr. Chairman, I am thankful you scheduled this hearing today, and 
I hope we all understand that our military is crucial to Homeland Defense. 

Senator Landrieu. Just a comment, and then I have three ques- 
tions, if I could. One, it was said here on the record by one of the 
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panelists, and I thank you all for the excellent work that you are 
doing, but we talked about being careful about expanding the role 
of DOD in light of this sort of domestic and homeland security. I 
know there are resource issues and all sorts of things we have to 
address, and they are legitimate, but I want to get back, Mr. Sec- 
retary, to what you said, and to try to affirm that it is the original 
role of the Department of Defense, the principal role, the central 
role, the entire reason of being that the Department of Defense 
would protect the life and liberty and well-being of the people on 
the homeland, as well as people who have to temporarily travel off 
the homeland to go for whatever carries them away, business or 
commerce or other endeavors. 

But the central role of the Department of Defense is protection, 
and I think we are in a significant historic paradigm shift. I think 
one of the roles of this hearing is to help us focus on that new para- 
digm, and I for one am very happy to see in the Quadrennial De- 
fense Review the words reemphasized about the primary role of the 
Department of Defense in protecting the homeland. 

We have had 6,000 innocent people killed. This is not a crime, 
this is an attack. This is not a crime scene. This is a battleground. 
6,000 men, women, and children, innocent people have been mur- 
dered and killed by the hands of our enemies, using different weap- 
ons. 

It is an asymmetrical attack, and I think the faster we get clear 
about that, the better we will be able as a Government to respond 
appropriately and quickly to prevent the further loss of life and 
prevent the further deterioration of individuals’ well-being, and 
prevent the economic downturn for this Nation that would have a 
dramatic effect not only on us but everybody in the world, and to 
support what the President says about the urgency of that. 

Now, I want to just refer us to something that is not new, be- 
cause it was written in 350 B.C. by Sun Tzu. He said, “know your 
enemy, know yourself, and you can fight 100 battles without disas- 
ter.” I thank the chairman for calling this hearing, because it is not 
only about knowing our enemy, who he or she is, or where he or 
she is, or what it is, a State or a terrorist cell, and where they 
might be and what their motivations are, but a very important 
thing about what we are doing today is knowing ourselves. Who 
are we? What have we become? What are our departments, and 
what are our capabilities, and how are we organized? 

So along those lines, I just need to ask you, Secretary White, if 
I could, one of the ongoing difficulties I believe we face in this new 
era of symmetrical warfare which we are in, and getting fully en- 
gaged, precisely when are we under attack and when are we pre- 
cisely at war? 

We have developed a system for what we call low intensity con- 
flict. These actions are characterized by interventions around the 
world to defend democracy during the Cold War. They are fairly 
well-defined. We reached a hazy compromise under the War Pow- 
ers Act, by no means perfect, but it was the best option that we 
had to reflect a changed world. 

After the Cold War, we switched gears to peacekeeping, and then 
the Pentagon has developed methodologies for what it calls oper- 
ations other than war, meaning peacekeeping and humanitarian 
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interventions. We are all familiar with this. It has worked pretty 
well, because through the course of the Cold War it was developed. 
There are expected protocols that have been established, here and 
through the international community, but I think we find ourselves 
in this new war without a paradigm similar to the ones that we 
are familiar with. The Pentagon does not seem to know how to 
treat non-State actors. It does not seem to know what its proactive 
role is in defending the continental U.S. That is what we are debat- 
ing. 

My question is, can you describe for me a scenario in which a 
non-State actor would take actions within the United States and 
which you would anticipate would put the Pentagon on a war foot- 
ing? Let me be clear. Could you describe for me a scenario in which 
a non-State actor would take actions within the United States and 
which you anticipate would put the Pentagon on a war footing? 

Secretary White. Senator, I think we are on a war footing right 
now. I think we have just observed a war-like act. As the President 
clearly said, we are at war with international terrorism. If you look 
at what we are doing inside the Department, we are on a wartime 
footing right now. We had 174 people killed in our building, and 
so we thoroughly understand that we are at war, and the gentle- 
men on my right or left I think understand that, and we are pros- 
ecuting that war both domestically and internationally to the full 
measure of our ability. 

Domestically, as we have said earlier in the hearing, the Quad- 
rennial Defense Review cites our traditional role to protect the 
homeland as the number one responsibility we have in the Depart- 
ment. I absolutely agree with your comments on that. We are at 
war right now, both domestically and internationally, and I think 
we have the resolve and will and support of the American people 
in that activity, and we are going to prosecute it until it has fin- 
ished. 

Senator Landrieu. I want to agree with you and say I support 
that most strongly, and I am also one of the Members of the Senate 
that will try to provide the resources necessary to do that, because 
there is a leadership role that must be assumed, and the question 
about who assumes that leadership role I think is central to being 
able to wage an effective and appropriate battle for what we are 
experiencing right now. There are many issues that have to be re- 
solved, but I think the people of the United States would welcome 
the military’s leadership role, respecting the other roles that all the 
other Government agencies have to play when we are in fact in a 
new kind of war, an asymmetrical battle. We are attacked in dif- 
ferent forms. 

I know I am out of time, but just as the planes were turned into 
missiles, we have now been attacked through the mail. The next 
attack could come, as Senator Sessions or Senator Roberts said, 
through the crop-duster. The next attack could come from some 
other place, and if we are relying on the 11 million first responders 
who are hard-working, underpaid, not getting paid for overtime, 
not trained the way the military department is, I think we may be 
relying on something that was not necessarily intended for the new 
paradigm we are facing, not to say they have not been fantastic 
and terrific. 
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So I will save my other questions. My time is up, but I just think 
that the role of the military, I think I want to support you in that 
central mission for the military. 

Senator Reed. Thank you, Senator Landrieu. 

Senator Santorum. 

Senator Santorum. Thank you, Mr. Chairman. 

Mr. Secretary, I just want to maybe shift a little focus to some 
of the concerns that I have. When I think of Army, I think of Army 
beginning with R, and that is the word resources, and I have had 
big questions for a long time about the Army and its resources. 

Now you are here in front of us saying we have a new mission, 
a new responsibility, all these things I have to do now, and I keep 
coming back to the Army that is underfunded with the plan of 33 Vs 
capitalized, modernized units, and I am just wondering how this 
new mission is going to be a drag on resources. I believe it is abso- 
lutely essential for the Army to begin and finish the process of 
something this committee has advocated for quite sometime, which 
is the transformation of the Army. 

I understand and I support the designation of the Army as the 
leader of this homeland defense with respect to the military, but 
I have to tell you, I have some huge concerns, and I would like you 
to tell me how you are going to take what is already an under- 
funded Army to do an additional mission and still get to trans- 
formation. 

Secretary White. I think it is clear, just like the other services, 
there will be additional resources required for the additional op 
tempo that we find ourselves in. 

I was making cases all summer long in the Quadrennial Defense 
Review that, given the operational tempo of the Army at that point, 
with deployments to Bosnia and Kosovo and other places around 
the world, that we were hard-pressed, from a structure and re- 
sources point of view. 

If you just take the Guard side of it, we now have 6,000 soldiers 
in airports across the country dealing with that challenge, so I 
think clearly, depending upon the duration of this activity, as the 
Vice Chairman has said, there are significant resources and struc- 
tural implications to this level of operational tempo that we are ad- 
dressing both in the 2002 budget and the 2003 one that we are put- 
ting together as we speak. 

We must, however, sustain the transformation that the Chief of 
Staff laid out 2 years ago, and that you have supported in this com- 
mittee, the transformation that makes us more agile, more strate- 
gically mobile than we have been in the past. In my opinion, it is 
tailor-made for the security environment we find in post 11 Sep- 
tember, and so we have to sustain that transformation effort while 
we keep up with this increased operational tempo. 

Senator Santorum. I agree with you. My question, maybe, is 
more specific, and that is, what challenges do you face not just with 
the increased operational tempo, but the resources that operational 
tempo demands, and still have the resources to invest in the trans- 
formation, and what is the impact? Well, just give me that. Can 
you tell me how you believe you can allocate those resources? 

Secretary White. Before 11 September, the allocation was very 
clear. The allocation was to fully fund people, fully fund readiness 
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of the structure as it existed then, and to support transformation 
both in the interim brigades and in the objective force due with the 
legacy force, and bandaging together our infrastructure and our in- 
stallations, and those were the trades we made to make it work. 

Post 11 September, in our budget submits you have seen we have 
asked for more money for force projection, we have asked for more 
money for our intelligence resources, and the operational tempo 
that we are at will require more O&M money. We have made those 
requests, and we are, of course, in discussion with you right now 
as you go into conference. 

Senator Santorum. Thank you, Mr. Chairman. 

Senator Reed. Thank you, Senator Santorum. 

Mr. Secretary, you have testified today about the current plan for 
reorganization with respect to homeland defense. I understand that 
plan was developed at the highest echelons, and came down 
through the Pentagon. Could you give your personal views, based 
upon your extensive experience as a professional officer, as a busi- 
ness executive, as a thoughtful commentator? Is this reorganiza- 
tional plan effective? Does it go too far? Does it go far enough? 

Secretary White. Do you mean in terms of what we are doing 
in the Department of Defense? 

Senator Reed. Or perhaps overall. Just your impressions would 
be very valuable, Mr. Secretary. 

Secretary White. My personal opinion is, number 1, as I said 
earlier, we need a focus at DOD level, most likely with a dedicated 
Under Secretary, and we need to collect all the bits and pieces from 
SOLIC and Policy and Health Affairs that have to do with home- 
land security, and we need to pull that all in one spot. The Sec- 
retary, I have made recommendations to him, and he is considering 
precisely how he wants to do that. I think that is number 1. 

Step number 2 is the operational planning that the joint com- 
mands are doing before we get the Unified Command Plan out so 
we can clearly define what our homeland security requirements are 
and figure out the apportioning of forces. Details are associated 
with that, and that is a big task, and ultimately it will mean 
changes to the Unified Command Plan, as the Vice Chairman has 
discussed. 

The third and perhaps the greatest step is the interagency as- 
pects of this, which Governor Ridge will drive, and that gets down 
to practice, practice, practice, against the realistic threats we find 
ourselves fighting post 11 September. There are parts of this that 
we do very well, because we frequently exercise chemical spills and 
hazmat things that you find in the normal course, but we have an 
enormous challenge facing us in these new threats, and we have 
to train up on the interagency side, and I am confident, having spo- 
ken with Governor Ridge, that he will drive that process, and those 
are the things I think we need to do. 

Senator Reed. Well, thank you, Mr. Secretary. In fact, you have 
predicted my next question. The impression I have is that we have 
lots of good plans at every level, we have units that have been de- 
signed to implement some of these plans, but I am not quite sure 
we know what we have out there, because we have not exercised 
vigorously. We have not done the kind of command post exercise 



43 


and operational exercises that will show, as you have said before, 
the gaps. 

Do you have now a vigorous schedule of exercises? I should also 
add that this has to extend not just through DOD, through Federal 
agencies. This has to go down to local police departments, local fire 
departments, the environmental managers in agencies and States. 
Are you thinking about those kinds of exercises, and do you have 
the resources to do them, Mr. Secretary? 

Secretary White. We have to, and I think everyone recognizes 
that, and everyone recognizes the key role the Governors will play 
in this, and State and local responders. In 23 of our States the Ad- 
jutant General of the State is also the emergency services coordina- 
tor for the Governor. We will get to that, and we will train to do 
that, because we do not have any choice. We have to have the oper- 
ational capability that will be developed by that exercise, and as 
a former military officer, you understand what I am talking about. 
If you do not train it and do not exercise it, you do not have the 
capability. 

Senator Reed. I could not concur more, and I do not want to be- 
labor this point, but is the money there for these exercises? Are you 
actively planning? Will the schedule coordinate all the way down 
to the emergency management office in the State, and to the local 
fire departments and police departments? 

Secretary White. I do not think the planning is laid out in ade- 
quate detail at this point. I know that is a focus that Governor 
Ridge and his appointment brings to the Government, and we will 
actively support him. 

Senator Reed. Thank you, Mr. Secretary. One final point before 
recognizing Senator Warner for a second round. 

We recognize we are up against a very adroit adversary. They 
have struck us through our aviation system. One would assume 
that they would try to find an open door and knock on it, or just 
come through, which leads me to the issue I think could potentially 
be very vulnerable, and that is our maritime security, which the 
Department of Defense and Department of Transportation must 
play a key role in. 

Could you, Mr. Secretary, and your colleagues, comment on mari- 
time security in terms of your efforts at coordination and organiza- 
tion in general? 

General Pace. Senator, if I could go at it in an unclassified way, 
and then perhaps in another forum address it more specifically, but 
for example, some ships that were scheduled to deploy overseas 
have not been deployed, to be able to stay here. Some that were 
overseas are being brought home. The cooperation between the 
Navy and the Coast Guard is tremendous, and they are working 
collectively in our major ports, on our coastlines to provide the best 
security they can with assets they have, and so from the maritime 
perspective I think the Navy and the Coast Guard are working 
very closely, and are reallocating resources to focus more on home- 
land. 

Senator Reed. Is this also a issue of the Unified Command, who 
is in charge with respect to Coast Guard, Navy, and civil authori- 
ties? 
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General Pace. Unified Command Plan has a primary objective. 
The work that is going on now for changes has as a primary objec- 
tive identifying a CINC responsible for homeland defense. 

Senator Reed. Thank you, General Pace, and if I may take this 
opportunity, there was some discussion earlier about the posse 
comitatus counterdrug efforts, and General Pace, you have a 
unique perspective, being a former USSOUTHCOM Commander. 

The understanding I have is that our participation in these oper- 
ations supporting Colombia and other initiatives, that our legisla- 
tion provides the Secretary of Defense the authority and the direc- 
tion to ensure that members of the Army and Navy do not partici- 
pate in law enforcement activities, so that there is not an active 
regulatory stricture against those law enforcement activities where 
DOD personnel are doing military things. Is that fair, or could you 
comment on that? 

General Pace. Sir, let me try, and you can tell me if I miss the 
mark. 

The statute does for routine daily activities prohibit your military 
from acting as a police force. There are also, however, emergency 
measures that the President can invoke which allows us to do the 
things we have been doing since 11 September. 

Senator Reed. But again, and I think my question was slightly 
tortured, with respect to your operations in Colombia and else- 
where, you are performing a strictly military role. The regulations 
and the guidance you are giving the troops did not invite them to 
get involved in criminal justice activities. 

General Pace. That is correct, sir. 

Senator Reed. If there is no objection, at this point I would re- 
quest to have the prepared statement of Senator Thurmond in- 
serted into the record. 

[The prepared statement of Senator Thurmond follows:] 

Prepared Statement by Senator Strom Thurmond 

Thank you, Mr. Chairman. 

Mr. Chairman, thank you for calling this important hearing on the Department 
of Defense’s role in homeland defense. Although the Nation is focused on the ongo- 
ing attacks against the terrorists groups in Afghanistan, we must prepare and pos- 
ture our forces and government agencies for the defense of the U.S. homeland. This 
struggle, like the President’s declared war against terrorism, will be long in dura- 
tion and one that will test the perseverance of our people and democracy. 

Mr. Chairman, threats against our Nation are not new, however the events of the 
past month are serious challenges to our citizens and economy. Never before have 
our people been faced with the threat of chemical, biological, or radiological attacks. 
Nor has our economy faced the threat of an attack on the critical computer networks 
that tie together the domestic and international business community. We have to 
prepare to meet these threats and, more importantly, the potential aftermath of 
such attacks. 

Mr. Chairman, our panel of distinguished witnesses will have a critical role, but 
not the predominate role, in determining how we prepare the Nation for homeland 
defense. Governor Ridge has the challenge of effectively bringing together the efforts 
of all government agencies at the federal, state and local level. We must ensure that 
he has the authority and support in this vital effort to ensure the Nation is pre- 
pared. The Department of Defense’s role should be supportive so it can focus on the 
traditional and non-traditional threats emanating from outside the United States. 

Although it is critical that we focus on the homeland defense, I have always advo- 
cated that the best defense is a good offense. In that regard, we must ensure that 
our military forces are in the highest state of readiness, are forward deployed, and 
have the capability to detect and strike the threat at its point of origin. I hope we 
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will keep that focus in mind as we consider the role of the Department in homeland 
security. 

Thank you Mr. Chairman. 

Senator Reed. Senator Warner. 

Senator Warner. Secretary White, you referred to our distin- 
guished acting chairman as a former military officer. He went to 
West Point, and we are very proud to have him on this committee. 
He certainly handles things very well. But I am just curious, who 
was senior at West Point, the Secretary or yourself? 

Senator Reed. The Secretary was senior, quite senior. 

Senator Warner. Secretary White and General Pace, we have 
had a lot of discussion here on posse comitatus, but there are some 
related statutes which I am informed by our staff have directives 
which inhibit such things as the sharing of intelligence between 
law enforcement and local military organizations, and maybe we 
had better take a look at that. I think what we did on the floor 
today, the Senate terrorism bill has gone part-way in alleviating 
that. I come back to our President, who has handled this thing 
with tremendous courage and I think with foresight and brilliance, 
who said we are all in this together, and we have to look at things 
that have been in place for so long, like posse comitatus, and 
maybe there are good reasons for the military to have intelligence 
that you do not want to share with law enforcement at one time 
in our history, but I think after this hearing you have heard an ex- 
pression of a lot of our colleagues that we had better look at it. 

I am glad you touched on the maritime security issue, the port 
security, which of course is with the Coast Guard, but we need to 
coordinate with the Coast Guard if we are bringing heavy tankers 
in. Our Nation is so dependent on overseas petroleum, and if one 
of those tankers were blown up by a terrorist in a port it would 
have devastating effects. I would hope that would be examined 
also. 

Now, as we all fully understand, Secretary White and General 
Pace, our overseas combatant commanders — we refer to them as 
CINCs — establish uniform standards within their geographic areas 
for force protection and threat warning conditions. Who is respon- 
sible for establishing such standards and issuing such appropriate 
warning information to our bases within the United States, and we 
have obviously Air Force bases, naval bases, and Army bases, and 
it seems to me that should have a uniform examination. Now, you 
can take that for the record, but does anybody have anything for 
the moment on that? 

General Pace. Yes, sir. The Service Chiefs are the ones who set 
the force protection standards at the bases and the stations in the 
continental United States. 

Senator Warner. With all due respect, is the Chief of Staff of the 
Army looking at the same level of force protection for a base that 
is right next to the Norfolk Naval Base, and the Chief of Naval Op- 
erations responsible for that? 

General Pace. They are, sir, and in fact that was a discussion 
item in this week’s tank session with all of the Joint Chiefs. We 
do collectively look at that to make sure we are on the same level, 
but your question for the record is what should we do in the future. 

[The information referred to follows:] 
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Currently, the Secretaries of Military Departments, through Service Chiefs, set 
force protection standards at bases and the stations in the continental United States 
(as set out in DODD 20001.12 and DODI 2000.16). In the future, this responsibility 
may go to a new “Homeland Security CINC” or fall in line with a national homeland 
security threat system, if one is developed. Any proposal on changing the current 
system will need to be properly vetted throughout the Department of Defense before 
implementation. 

Senator Warner. Lastly, we are all moving out as quickly as we 
can to solve these problems, and I think we had better take a look, 
Mr. Secretary, at the procurement regulations which this commit- 
tee, over the 23 years I have been here, worked on many reforms. 
We have achieved, I think, some improvement, but right now if 
there is a small firm out here or a collection of individuals that is 
making a product and you need that product tomorrow morning, I 
would hate to see you encumbered with a long procurement process 
of bidding and the lowest bidding, best and final, and review the 
bids. 

We do not have time for all of that, and I indicated yesterday in 
our discussion with the President that I think we ought to look at 
a statute which reposes a wide margin of discretion in the Sec- 
retary of Defense and, indeed, the Secretaries of other departments 
and agencies, and Governor Ridge acknowledged he is going to look 
at this also, whereby for a period, let us say 2 years, and we would 
sunset it after 2 years, but if the Department of the Army wants 
to get out here and buy a product, go to it, and let us get that prod- 
uct and bring it in and utilize it in this war on terrorism. 

We have had a good hearing, Mr. Chairman, and I thank you 
and all members of the committee. 

Senator Reed. Let me inquire, Senator Akaka, Senator Sessions, 
do you have additional questions? 

Senator Sessions. I would just like to make an observation. Hav- 
ing served as a United States Attorney during the early days of the 
drug wars, I saw the incredible difficulty of getting every agency 
that has a role to play in drugs working together in a harmonious 
way. I can understand the difficulties you are facing. The only 
thing I was concerned about was the suggestion, perhaps — and I do 
not think it was meant to be that way — that somehow the Depart- 
ment of Defense now might be involved and be responsible for in- 
vestigating mail, or is going to be responsible for security at air- 
ports permanently, or going to have to take over for the Coast 
Guard and now guard the ports of America. 

We have this tremendous investment over the years in all of 
these agencies which have a good deal of expertise and equipment. 
They are trained specifically, the FBI is, to investigate cases. I 
know every local police officer and the things in their community 
does things that the Department of Defense does not have the abil- 
ity to do, so what we have to do is figure out how to draw on the 
resources of the Department of Defense and make sure that they 
are readily available on call when needed, create an orderly process 
here in some way, and the problem, the challenge is a tremendous 
one, and it falls on Mr. Ridge primarily. 

I do not favor a major change in the roles we have, frankly. I just 
do not favor that. Yes, a murderer is a threat to the homeland, 
drug dealers are threats to the homeland, but I do not think we 
want to turn all of that over to the Department of Defense now, 
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at a time when you are trying to transform and be prepared to 
fight wars around the world, so however we do that, Mr. Chairman, 
is going to be difficult, but a comprehensive plan is needed, and 
this committee is doing the right thing in having hearings on it. 

I just would say that we ought to recognize every additional duty 
given to the Department of Defense — the 6,000 National Guards- 
men that have been deployed, called up, and have to be trained 
and paid for that purpose — does drain your budget. It drains your 
readiness from other missions you are trying to do. 

I will submit some more questions for the record. 

Senator Reed. Thank you very much, Senator Sessions. If there 
are no further questions, the hearing is adjourned. Thank you, gen- 
tlemen. 

[Questions for the record with answers supplied follow:] 

Questions Submitted by Senator Carl Levin 
WMD-CSTs 

1. Senator Levin. General Kernan and Secretary White, to date we have author- 
ized 32 Weapons of Mass Destruction-Civil Support Teams (WMD-CSTs), but only 
10 have been certified ready to conduct their mission by the Secretary of Defense. 
At the same time, their capabilities are limited to WMD detection. They do not con- 
duct clean-up. Instead, they reach back to other units who do so. Some proposals 
have recently surfaced to create new teams. Meanwhile, the Marine Corps and other 
services are expanding their response capabilities to include more clean-up and 
management. What is the correct way forward — should we create more teams or 
should we focus on improving the capabilities of the armed services across the 
board? 

General Kernan. Managing the consequences of a weapons of mass destruction 
incident is a complex task that will most likely demand a broad range of capabili- 
ties, exceeding those of any one unit. The capabilities of our state and local first 
responders remain the most important investment we can make. Supporting mili- 
tary capabilities should be unique or complementary in order to provide depth. The 
detection and assessment capabilities of the WMD-CSTs are critical to determining 
the scope of the problem and the type of follow on support needed for a particular 
incident. These teams immediately deploy to the incident site to assess an incident, 
advise civilian responders regarding appropriate actions and facilitate requests for 
assistance to expedite the arrival of follow-on personnel and assets to help save 
lives, prevent human suffering, and mitigate property damage. 

When demands exceed local and state capabilities, Federal assets can be em- 
ployed. Requirements for additional Federal assets are broad in scope, likely exceed- 
ing the capabilities of any single organization and therefore will include a variety 
of military capabilities that are established principally to support warfighting 
abroad. Organizations with military unique capabilities should be limited in light 
of the 11 million first responders and the 600 local and state hazardous materials 
teams in the United States. The WMD-CSTs are one such capability. The various 
proposals for establishing a WMD-CST in each U.S. state and U.S. territory are 
worthy of consideration. 

Secretary White. Careful analytical analysis during several Department reviews 
have concluded that the current 32 congressionally authorized WMD-CSTs ade- 
quately support our national requirement. The teams are federally funded and 
equipped to provide state Governors ready access to fully trained military response 
assets to use in preparing for and responding to WMD incidents as part of their 
state emergency management response capability. The CSTs are not considered to 
be part of the first responder community. Rather, they are designed to arrive within 
12 hours after being requested by local authorities. The Department’s placement of 
32 teams ensures that a WMD incident anywhere within the U.S. can be supported 
within that response standard. Thus, establishing more than 32 teams would re- 
quire substantial fiscal investment with little benefit, in terms of increased popu- 
lation coverage or expected response time. 

As you pointed out, the role of the CSTs is limited. There are many consequence 
management functions required in responding to a domestic WMD disaster. Most 
of these are performed by non-DOD entities. Local first responders do the most criti- 
cal, time-sensitive functions. It is the Department’s position that improving the 
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training, equipping and manning of our first responder community is in the best in- 
terest of the American people. 

2. Senator Levin. General Kernan, about a month ago, the GAO issued a report 
on combating terrorism that was mandated by last year’s National Defense Author- 
ization Act. The report asserted that the WMD-CSTs “continue to experience prob- 
lems with readiness, doctrine and roles, and deployment that undermine their use- 
fulness in an actual terrorist incident.” 

What is your command doing to bring all of the teams up to a high, uniform 
standard of readiness? 

General Kernan. The WMD-CSTs are National Guard assets that are manned 
by their respective states, and trained and equipped by the National Guard Bureau. 
Joint Forces Command provides training and readiness oversight of the WMD- 
CSTs. We assume that responsibility once a WMD-CST receives Secretary of De- 
fense certification. Training and readiness oversight includes guidance to the Na- 
tional Guard, comment on their programs, and coordination and review of readiness 
and mobilization plans. Therefore, under our training and readiness oversight re- 
sponsibilities, we are working closely with the National Guard Bureau and the 
states where those teams reside to standardize their training, tactics, techniques 
and procedures. Joint Task Force-Civil Support serves as our Command’s executive 
agent in this critical effort. I would add that in recent visits to Fifth U.S. Army in 
San Antonio, Texas, and Fort Leonard Wood, Missouri, I had the opportunity to re- 
view the Army’s training program that ensures that all WMD-CSTs receive stand- 
ardized, high quality training. In fact, collectively both First and Fifth Army head- 
quarters conduct a validation exercise for each WMD-CST prior to Secretary of De- 
fense certification. The high standards and consistency of this program are impres- 
sive. 


NORAD-FAA 

3. Senator Levin. General Eberhart, as I mentioned in the hearing, in order to 
get a complete account from you, I am resubmitting this question and adding some 
related questions regarding the sequence of events on September 11 relating to the 
aircraft that crashed into the Pentagon. According to the timeline I have seen: 

At 8:55 a.m. on September 11, American Airlines Flight 77 began turning east 
over Ohio, away from its intended course. 

At 9:10 a.m., Flight 77 was detected by FAA radar over West Virginia, heading 
east. This is after the two planes had struck the World Trade Center towers. 

At 9:25 a.m., the FAA notified NORAD that Flight 77 was headed toward Wash- 
ington, DC. 

General Eberhart, is this the first notification that NORAD and DOD had that 
Flight 77 was probably being hijacked? 

General Eberhart. At 0924 EDT, NORAD’s Northeast Air Defense Sector 
(NEADS) received the first notification that American Airlines Flight 77 was pos- 
sibly being hijacked. This was the first documented notification received by the De- 
partment of Defense. 

4. Senator Levin. General Eberhart, given what had happened in New York City, 
do you know why it took the FAA 15 minutes to notify NORAD that Flight 77 had 
probably been hijacked and was headed toward Washington, DC? 

General Eberhart. My understanding is that the FAA lost radar contact with 
American Airlines Flight 77 and momentarily regained contact at 0850. The FAA 
also began to receive calls from outside agencies with reports of a possible downed 
aircraft. Additionally, the loss of radio contact with the aircraft added to the confu- 
sion. In light of this, I believe the FAA was faced with conflicting information which 
hindered them from making an accurate assessment of the actual location of the air- 
craft. 

5. Senator Levin. General Eberhart, at 9:37 a.m., 27 minutes after Flight 77 was 
detected by FAA radar heading east over West Virginia and while the whole Nation 
was watching the devastation in New York City, it crashed into the Pentagon. What 
level of the DOD had the knowledge that Flight 77 was headed toward Washington 
at the time it crashed into the Pentagon? 

General Eberhart. The FAA notified the NEADS that American Airlines Flight 
77 was headed towards Washington, DC. NEADS then passed this information to 
NORAD’s Air Warning Center and Command Center in Cheyenne Mountain and to 
the Continental U.S. NORAD Region’s Regional Air Operations Center. At 0925, the 
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NMCC convened a Significant Event Conference and during that conference, at 
0933, NORAD reported one more aircraft en route to Washington, DC. 

6. Senator Levin. General Eberhart, was there ever any consideration given, be- 
tween the time the aircraft was detected heading toward Washington and the time 
of the crash, to evacuating the Pentagon? 

General Eberhart. The FAA notified the NEADS of the possible hijacking at 
0924 EDT and F-16s from Langley AFB were airborne at 0930 EDT. At 0925 EDT, 
the FAA notified NEADS that Flight 77 was headed toward Washington, DC. At 
that time, there was no way for the FAA or NORAD to determine what target with- 
in the Washington, DC area the terrorists on Flight 77 intended to strike. Because 
of this, NORAD did not consider issuing an evacuation notice to the Pentagon. 

7. Senator Levin. General Eberhart, to your knowledge who else did the FAA no- 
tify aside from NORAD? 

General Eberhart. After the FAA determined that American Airlines Flight 77 
had been hijacked, they convened a hijack conference, which included representa- 
tives from the FBI, DEA, and CIA. 

8. Senator Levin. General Eberhart, what, if any, existing interagency plans were 
activated? 

General Eberhart. Prior to the attacks on 11 September, the FAA and NORAD 
established a Memorandum of Understanding to ensure accomplishment of the air 
defense mission. The assigned responsibilities and working relationships were fully 
executed during the timeframe mentioned above. 

9. Senator Levin. General Eberhart, who within DOD should NORAD notify in 
the event of a future attack of this nature? 

General Eberhart. Since the attacks on 11 September, NORAD has made major 
changes regarding how we respond to an air threat. We have established a new con- 
ference called the Domestic Threat Conference which is used to alert and inform 
command centers, senior authorities, and other agencies of a domestic event having 
the potential to threaten the United States, U.S. Forces, or national security and 
critical infrastructure protection interests. [DELETED] The Domestic Threat Con- 
ference provides the ability to quickly pass time critical information needed to react 
to a threat against North America. 

10. Senator Levin. General Eberhart, during the hearing you testified to the 
timeline of notifications from FAA to NORAD, and at one point stated “we were told 
that it was a light commuter plane” that hit the first World Trade Center tower. 
Who told NORAD that it was a light commuter plane? 

General Eberhart. On the morning of 11 September, NORAD rapidly received a 
vast amount of information concerning the attacks on New York City and the Penta- 
gon. During this timeframe, we received conflicting reports on which aircraft were 
involved in the attacks and which aircraft were hijacked. As we were responding 
to the first hijacking, CNN reported that a commuter plane had hit the World Trade 
Center. NORAD soon learned that the aircraft that crashed into the World Trade 
Center was in fact the hijacked commercial airliner. 

11. Senator Levin. General Eberhart, relating to Flight 77 and Flight 93, what 
buildings or offices did NORAD consider notifying once you learned that Flights 77 
and 93 had been hijacked? 

General Eberhart. The FAA informed NORAD that American Airlines Flight 77 
was headed toward Washington, DC, but neither NORAD nor the FAA had any in- 
formation on the terrorists’ intended target. Concerning United Airlines Flight 93, 
NORAD did receive word that aircraft had a possible bomb on board; however, our 
records did not indicate the direction the flight was headed. Therefore, we did not 
consider notifying any offices or buildings. 

12. Senator Levin. General Eberhart, to your knowledge did the FAA notify the 
Pentagon that Flight 93 was hijacked? 

General Eberhart. The data/log entries received by NORAD from the FAA do not 
show a time or entry indicating the FAA specifically notified the Pentagon that 
United Airlines Flight 93 was hijacked. 

13. Senator Levin. General Eberhart, did NORAD notify the National Military 
Command Center that Flight 93 was hijacked? 
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General Eberhart. NORAD did not notify the National Military Command Cen- 
ter (NMCC) that United Airlines Flight 93 was hijacked. In the event of a hijack, 
it is the FAA’s responsibility to convene a “hijack conference,” which includes the 
FBI, DEA, CIA, and the NMCC. Due to the rapidly evolving situation on 11 Septem- 
ber, the FAA also made direct contact with NORAD’s NEADS. 

14. Senator Levin. Secretary White (reassigned to General Eberhart), what im- 
provements have been made since September 11 to communications among NORAD, 
the FAA and the National Military Command Center? 

General Eberhart. Since the attacks on 11 September, NORAD has created three 
new conferences to improve communications between NORAD, the Federal Aviation 
Administration, and the National Military Command Center (NMCC). 

The first new conference is the Noble Eagle Conference. This is a NORAD/FAA 
conference that allows for rapid investigation of air events which do not require the 
National Command Authority’s (NCA) notification. This conference is convened to 
gather information on emergent air events that are unusual in nature, but do not 
present a threat to North America. [DELETED] 

The second conference now used by TDELETEDl is the Domestic Event Con- 
ference. CINCNORAD uses the Domestic Event Conference to characterize and as- 
sess domestic warning indications for potential threat to North America and to in- 
form agencies within the Department of Defense as well as other Federal agencies. 
Based upon the situation, the NMCC Deputy Director of Operations or 
CINCNORAD may recommend upgrading the conference to a Domestic Threat Con- 
ference. 

The Domestic Threat Conference is the third new conference used in the event 
of an air threat to North America. This conference also links [DELETED], and it 
is used to alert and inform command centers, senior authorities, and other agencies 
of a domestic event having the potential to threaten the United States, U.S. forces, 
or national security and critical infrastructure protection interests. The Domestic 
Threat Conference provides the ability to quickly pass time critical information 
needed to react to a threat to North America. 

Along with the newly established conferences, NORAD has sent military rep- 
resentatives to the FAA’s Air Route Traffic Control Centers and the FAA has sent 
additional representatives to HQ NORAD and to CONR. 

UNIFIED COMMAND PLAN 

15. Senator Levin. General Kernan, in the aftermath of September 11 you have 
augmented the staff you have dedicated to homeland security, I understand as a 
stop-gap measure until the Secretary of Defense decides where he wants this mis- 
sion to be permanently housed. In addition, the Joint Task Force-Civil Support, also 
under your command, has doubled its size to 160 people who are enhancing plan- 
ning and sustaining the current 24-hour homeland security operations. Could this 
constitute the nucleus of a homeland security staff, if JFCOM inherited the mission? 

General Kernan. Our new 90-person homeland security directorate could serve as 
the nucleus of a homeland security staff. It was structured to be an interim Stand- 
ing Joint Task Force Headquarters. Led by a two-star Army general, this directorate 
is charged with planning, organization and execution of U.S. Joint Forces Com- 
mand’s responsibilities for land and maritime homeland defense and military sup- 
port to civil authorities. JTF-CS continues to fulfill its charter as a deployable com- 
mand and control headquarters ready to respond today to support the lead Federal 
agency for consequence management in the event of an attack by weapons of mass 
destruction. The increase in manning to 164 personnel was initiated prior to 11 Sep- 
tember and we are accelerating it. Achieved through assignment and augmentation, 
this increased manning ensures that JTF-CS can maintain a continuous 24-hour re- 
sponse. Furthermore, to enhance unity of effort, I have recently placed JTF-CS and 
JTF-6, our counterdrug task force, under the control of my Homeland Security Di- 
rector. 

16. Senator Levin. General Kernan, do you think Joint Forces Command should 
take on the homeland security mission? 

General Kernan. U.S. Joint Forces Command is fulfilling its recently assigned re- 
sponsibilities for land and maritime defense and military assistance to civil authori- 
ties. The Unified Command Plan establishes the missions and responsibilities of the 
individual combatant commanders. In light of the 11 September attacks, the Service 
Chiefs and combatant commanders are proposing changes to the Unified Command 
Plan and the Chairman, under his Title 10 responsibilities, will recommend changes 
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to those authorities to the Secretary of Defense. Joint Forces Command is ready 
now to assume this mission if assigned by the Secretary of Defense. 


INTERAGENCY COORDINATION 

17. Senator Levin. Secretary White, President Bush has appointed several indi- 
viduals to oversee or coordinate some aspect of homeland security. This list of indi- 
viduals includes: Governor Ridge, as head of the Office of Homeland Security; an 
NSC counterterrorism coordinator, General Wayne Downing; an NSC 
Cyberterrorism coordinator, Mr. Dick Clarke. 

As DOD’s interim executive agent, how are you working with these various indi- 
viduals? 

Secretary White. I have close and daily personal contact with Governor Ridge, 
General Downing, and Mr. Clarke on homeland security matters. There is a strong 
relationship developing between my staff and the staffs of the Office of Homeland 
Security and the National Security Council. The daily meetings and communications 
will continue to forge solid relationships so that we may work together to effectively 
address the many homeland security issues the country is facing. 

18. Senator Levin. Secretary White, how are you ensuring that the Homeland Se- 
curity Office, the interagency and agency coordinators, and the Department are not 
working at cross-purposes? 

Secretary White. The Department of Defense fully participates in Governor 
Ridge’s daily Homeland Security Council principal, deputy, or policy coordination 
committee meetings. Representatives from other agencies also attend these meet- 
ings. This ensures that the agencies are not at cross-purposes with each other or 
with Governor Ridge’s office, but are working together towards a focused, common 
purpose. 

19. Senator Levin. Secretary White, in addition, how are those of you charged 
with defending U.S. territory against terrorist attacks coordinating with the officials 
in the NSC and State Department who are focused on global terrorist threats to the 
U.S.? 

Secretary WHITE. Homeland defense is an integral part of Homeland Security. 
DOD’s homeland defense activities and operations are coordinated with both the Of- 
fice of Homeland Security and the National Security Council, and are often a topic 
of discussion in meetings chaired by these organizations. The State Department is 
represented at these meetings to provide a linkage to the global threat from terror- 
ism. 


JFCOM HOMELAND SECURITY CAMPAIGN PLAN 

20. Senator Levin. General Kernan, in your testimony you mention that your 
command is developing a Homeland Security campaign plan using “innovative orga- 
nizational and operational approaches” and that you are coordinating with other 
military, defense and Federal agencies. What innovative approaches are you using? 

General Kernan. In organizing our 90-person Homeland Security Directorate 
from within the command, we leveraged insights and concepts gained from our joint 
training and experimentation work. Specifically, our standing joint task force head- 
quarters initiative, associated collaborative tools, and training initiatives provided 
the framework for developing this organization into a highly functional command 
and control headquarters to conduct Homeland Security. Our campaign development 
and coordination with other agencies is guided by both sound operational experience 
and joint experimentation insights derived from work on the Operational Net As- 
sessment and Effects-Based Operations concepts. 

21. Senator Levin. General Kernan, how will your campaign plan relate to the 
existing DOD plans — the Chairman of the Joint Chiefs of Staffs CONPLAN 0300- 
00 and the DOD Directives on Military Support to Civil Authorities — as well as 
interagency plans, given the fact that homeland security involves all agencies, as 
well as local, state, and Federal governments? 

General Kernan. Our campaign planning effort is nested within or informed by 
all of these existing plans and directives. We are working in concert with the appro- 
priate agencies through the Joint Staff. Ultimately, the Joint Forces Command plan 
will complement a National Homeland Security strategy and plan. 
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NATIONAL GUARD 

22. Senator Levin. General Pace, the National Guard is presently functioning in 
a variety of ways with regard to homeland security in both its State and Federal 
status. Are you satisfied that procedures are in place to ensure that the use of the 
National Guard for homeland security does not interfere with their potential use as 
envisioned in the CINCs’ warfighting plans? 

General PACE. The Joint Staff and the National Guard Bureau have been and will 
continue to track this issue. Currently, there are 555,000 National Guard and Re- 
serves in the force with 30,000 volunteers supporting Operation NOBLE EAGLE. 
This commitment does not have a major effect on our ability to execute current war 
plans. If further National Guard and Reserve Forces were called up for Homeland 
Security missions, or multiple warfighting plans were activated, we would certainly 
reassess the impact of assigning those forces to our war plans. 


Questions Submitted by Senator Robert C. Byrd 

HOMELAND SECURITY AND THE NATIONAL GUARD 

23. Senator Byrd. Secretary White, the Hart-Rudman Report, page XIV, states: 
“We urge in particular that the National Guard be given homeland security as a 
primary mission, as the U.S. Constitution itself ordains.” 

Major General Allen Tackett, the National Guard Adjutant General for West Vir- 
ginia, and other Adjutants General believe that homeland security should be one of 
the missions of the National Guard, but not the only mission. The Guard should still 
maintain its warfighting missions. Do you agree with the Hart-Rudman rec- 
ommendation that homeland security should be a primary mission of the National 
Guard? 

Secretary White. Historically, the National Guard has been dual missioned for 
both its Federal warfighting role and its domestic response, state role. Many of the 
Guard’s capabilities, including medical, command and control, and communications, 
are a direct result of preparations to perform their warfighting mission. Given the 
recent heightened interest in having the military execute domestic security mis- 
sions, the National Guard is being relied upon to perform its domestic response role. 

The National Guard does play a primary role as a military force provider for dis- 
aster response within the United States. However, there are several reasons why 
homeland security is not considered to be their primary mission. First, as reservists, 
National Guardsmen are not available to perform domestic missions for extended 
periods of time. They are optimized to be recalled in the event of a major war or 
to perform short duration consequence management missions following a domestic 
disaster. Overall, most homeland security missions are likely to involve many long- 
term tasks that are unsuited to be performed by the National Guard. 

Likewise, many homeland security missions within the United States can be best 
performed by other Federal, state, and local elements. 

24. Senator Byrd. Secretary White, what changes in force structure and addi- 
tional resources would the National Guard Bureau require in order to fulfill the 
broader mission of homeland security? 

Secretary White. There are still a lot of issues to be worked out in defining the 
missions that make up homeland security, assessing current capabilities, and as- 
signing responsibilities. It is not yet clear how much of the overall national mission 
will fall under the purview of DOD, let alone the National Guard. Some temporary 
tasks currently being performed by DOD, such as airport security by the National 
Guard, will revert to another Federal agency for the long term. 

We anticipate that more changes will be required in resources than in force struc- 
ture. The Department is still developing what those exact changes will be. The ex- 
tent of changes required will depend on the exact number and types of missions as- 
signed to the National Guard. Assuming that the Guard’s role will be focused on 
crisis management response, few force structure changes will be required, as forces 
can be tailored to meet special missions and circumstances. 

25. Senator Byrd. Secretary White, what statutory changes might be required for 
the National Guard to conduct ongoing homeland security operations and also take 
on broader support to law enforcement and first responders? 

Secretary White. The National Guard may undertake homeland security missions 
in a State active duty status. In such a status, the National Guard is under the con- 
trol of the State governor and is funded with State funds. All missions undertaken 
by the State National Guard in this status must comply with State law. Our coun- 
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try’s traditional reliance on the National Guard is valued and the Federal strictures 
of our Constitution prescribe a combination of national and State structures to ad- 
dress national and State needs. Under our Federalist form of government there are 
many missions in the Homeland Security area that can and should be done by the 
States. 

The National Guard may undertake homeland security missions in a State active 
duty status. However, for those missions that are national in scope, such a State 
active duty status has a number of disadvantages: each State will perform the mis- 
sion in a different way depending on State law; the funding levels for each State 
National Guard will be different; and the Federal Government has little say over 
how the mission is accomplished. 

A second status that is often considered for performing such homeland security 
missions is duty pursuant to Title 32, United States Code. Title 32 sets forth the 
authority under which National Guard personnel are trained to perform their 
warfighting mission and provides that such personnel remain under the control of 
the State governor but are supported with Federal appropriations. Although title 32 
also authorizes the National Guard to undertake some specific missions that do not 
constitute training (such as counterdrug support or support to disadvantaged chil- 
dren), such missions are specifically authorized by statute. We believe that the use 
of National Guard personnel under 32 U.S.C. § 502(f) to undertake homeland secu- 
rity missions such as critical infrastructure protection and national border security, 
which constitute neither training nor a defense mission, is extremely problematic 
legally. 

It should be noted that National Guard members performing airport security du- 
ties are now serving under title 32 under a unique set of facts: airport security prior 
to September 11 was the responsibility of State and local governments; the Presi- 
dent requested State assistance; the National Guard personnel performing the air- 
port security mission obtain valuable training (preparation for peacekeeping); and 
Congress provided emergency funds to support State and local preparedness for 
mitigating and responding to the September 11 attacks and for increasing transpor- 
tation security. These factors are not readily apparent for most routine homeland 
security missions and the use of the National Guard in a title 32 duty status to per- 
form such homeland security duties is not appropriate. 

If it makes sense to perform homeland security duties with the National Guard 
in a title 32 status, it is possible to amend title 32 to permit the use of the National 
Guard similar to the way the National Guard is now employed to undertake 
counterdrug duties under 32 U.S.C. §112. Such an amendment could provide for 
members of the National Guard in a full-time National Guard duty status to under- 
take specified homeland security missions as delineated by statute. National Guard 
personnel performing such duties would be under the control of the State governor 
but the costs of the National Guard program would be borne by the Federal Govern- 
ment. 

26. Senator Byrd. Secretary White, it is clear that the Guard has, and will con- 
tinue to have, an important role in responding to a wide range of civil disturbances, 
from natural disasters to terrorist acts. These missions can be essential to our na- 
tional security. The National Guard counterdrug program is a useful model for Fed- 
eral support of the state missions of the National Guard. 

Will you support using defense dollars to increase the readiness of the National 
Guard for homeland security training and exercises? 

Secretary White. Yes. This is not different from current practices, since we keep 
our National Guard forces trained and ready for various types of employment; to 
include many missions that can be considered to be homeland security-like missions. 
National Guard WMD-CSTs have participated in inter-agency response exercises, 
such as TOPOFF. Since DOD is not normally the lead Federal agency in responding 
to domestic disasters, it does not take the lead in conducting domestic exercises. The 
Department will continue to support other lead Federal agencies in the conduct of 
such domestic exercises. 

27. Senator Byrd. Secretary White, do you believe that the type of homeland secu- 
rity threats we will face in the future require the use of the specialized skills that 
National Guard Special Forces units can provide, including knowledge of unconven- 
tional warfare, specialized skills in urban and rural environments, and medical 
knowledge to support first responders? 

Secretary White. The National Guard does have impressive Special Forces units, 
which will continue to prove valuable in the future. However, legal restrictions on 
the use of military forces within the United States apply to almost all of the tasks 
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applicable to these types of forces. Rest assured, that where they can be used most 
effectively, National Guard Special Forces units will be used. 

28. Senator Byrd. Secretary White, do you concur with the recommendation to the 
Senate Armed Services Committee from General Peter Pace, Commander of the U.S. 
Southern Command, that the illicit drugs flooding America should be considered a 
weapon of mass destruction? Should counterdrug efforts be included as a part of 
homeland security? 

Secretary White. The Department of Defense’s role in counterdrug efforts is one 
of civil support. Additionally, we support U.S. and foreign law enforcement agencies’ 
interdiction of illicit drugs before they reach the shores of the United States. Within 
that construct, the Department of Defense is the lead U.S. agency for detecting and 
monitoring aerial and maritime transit of illegal drugs. The new Office of Homeland 
Security focuses on the terrorist threat to our National security. The structure of 
DOD’s Homeland Security program is under review, and it remains unclear whether 
the counterdrug mission will be included in that program. 

29. Senator Byrd. Secretary White, I have long supported the creation of an inte- 
grated homeland security training site at Camp Dawson, West Virginia, which in- 
cludes the recently constructed Regional Training Center, and would include a 
planned Virtual Medical Campus located at West Virginia University. Combined, 
these institutions would provide the necessary education, training, and certification 
capabilities to prepare America’s emergency first responders, including the medical 
community, for an incident involving a weapon of mass destruction or similar event. 
Camp Dawson incorporates the Integrated Special Operations Training Facility 
(ISOTF), a world-class training facility that would make Camp Dawson America’s 
premiere training facility for emergency first responders. According to a National 
Guard Bureau feasibility study, dated March 2001, the ISOTF is a unique facility 
that will encompass special training complexes unlike any other in the world today. 
Some of the specific areas that will be able to be taught at the ISOTF include: 

Asymmetrical Warfare; 

Counterterrorism (CT); 

Weapons of Mass Destruction (WMD); 

Law Enforcement Special Operations (SWAT); 

Civil Disturbance Operations; 

Military Operations on Urban Terrain (Basic and Specialized MOUT); 

Special Forces and Advanced Urban Combat (SFAUC); 

Hazardous Material (HAZ-MAT) Response and Handling; 

Fire Fighting; 

Emergency Medical Services (EMS) Response; 

High and Low Level Rescue; 

Disaster Preparedness; 

Aerial Delivery Operations (Personnel and Equipment); 

Cyber Terrorism; 

Information Warfare; 

Electronic Warfare; 

Maritime Terrorist Training; 

Emergency Services for Federal, State, and Local agencies; and 

Live fire capability. 

Please review the National Guard Bureau feasibility study on Camp Dawson and 
provide comments on how you believe the capabilities at Camp Dawson can be bet- 
ter integrated into our Nation’s homeland security efforts. 

Secretary WHITE. The feasibility study summarizes both the current and planned 
training facilities at Camp Dawson, and notes that it provides “an excellent oppor- 
tunity for military and non-military institutional training.” The number and variety 
of facilities at Camp Dawson position it well for use in homeland security training, 
which involves a wide variety of situations. 

Camp Dawson will be considered along with other military, Federal, and local 
training sites in a coordinated strategy incorporating national requirements and ca- 
pabilities. 

30. Senator Byrd. Secretary White, I understand that certain military tech- 
nologies such as those that identify chemical and biological agents are much more 
accurate than their commercial off-the-shelf identification counterparts used by ci- 
vilian HAZ-MAT organizations. An integrated National Guard and first responder 
training facility would allow for the education, training, and certification of emer- 
gency and first responders using the latest dual use military and civilian tech- 
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nologies to fight terrorism and counterdrug operations. Camp Dawson has the po- 
tential to be such an integrated facility. 

Please comment on the value of disseminating dual use military technologies and 
training to civilian emergency and first responders through facilities such as Camp 
Dawson. 

Secretary WHITE. Senator Byrd, we agree with you that some military tech- 
nologies could be very beneficial to civilian emergency and first responders. Dem- 
onstration of these technologies in integrated military-civilian training and other 
venues is both a wise and valuable approach. As such, we can assure that as we, 
in conjunction with Governor Ridge’s Office of Homeland Security and other F ederal 
and State agencies, develop and implement training strategies and facilities, we will 
endeavor to capitalize on efficiencies and synergies that may be gained by using fa- 
cilities such as Camp Dawson. 


HOMELAND SECURITY AND BIOMETRICS 

31. Senator Byrd. Secretary White, in your new role as the Interim Department 
of Defense Executive Agent for Homeland Security, you have assumed the respon- 
sibility for bringing together the resources of the Department of Defense to coordi- 
nate with and assist the Director of the President’s Office of Homeland Security, 
former Governor Tom Ridge, and other Federal, state, and local agencies. You are 
also the Department of Defense Executive Agent for Biometrics, a responsibility as- 
sumed by the Secretary of the Army last year. 

The Quadrennial Defense Review Report of September 30, 2001, lists biometrics 
as one of five priority “emerging technologies” of which the Department of Defense 
“will vigorously pursue the development and exploitation.” 

What role in homeland security do you see for the Department of Defense Bio- 
metrics Program, especially the Interim Biometrics Fusion Center located in Bridge- 
port, West Virginia, within the Department of Defense and within the Executive 
Branch? What responsibilities will you be assigning the Biometrics Program in this 
new mission? 

Secretary WHITE. In light of the events of September 11, the Biometrics Manage- 
ment Office refocused its singular direction from information assurance biometrics 
efforts to an expanded role including the use of biometrics applications for physical 
security. 

• This expanded approach will support greater knowledge to the services 
for force protection and anti-terrorism efforts. 

• The Biometrics Management Office and the interim DOD Biometrics Fu- 
sion Center will further support homeland security by maintaining a web 
site to assist DOD on biometrics issues. The restricted access section of the 
DOD web site will contain test and evaluation reports, biometrics product 
data, and lessons learned. 

Considering heightened interest in biometrics devices and applications since Sep- 
tember 11, we plan to use the Biometrics Fusion Center to analyze more commercial 
off-the-shelf (COTS) biometrics products. It is our intent for the Biometric Fusion 
Center located in Bridgeport, West Virginia, to become a Center of Excellence that 
can be utilized not just by DOD assets but can provide leadership, technical exper- 
tise, and capability to National Homeland Defense efforts at large. 

I have tasked the Army CIO to supervise the biometrics initiative. The DOD Bio- 
metrics Office will assist the CIO to carry out this responsibility. I further directed 
the DOD Biometrics Office to expand its singular direction from information assur- 
ance biometrics efforts to the use of biometrics for physical security. Additionally, 
I have tasked the DOD Biometrics Office to accelerate the full integration of bio- 
metrics into the DOD Common Access Card, which is used across DOD for network 
access, facilities access, and personal identification. 

32. Senator Byrd. Secretary White, what relationships exist or are being devel- 
oped by the Department of Defense Biometrics Program to assist the F ederal Avia- 
tion Administration, the Federal Bureau of Investigation, the Immigration and Nat- 
uralization Service, the U.S. Customs Service, and other Federal, state, and local 
agencies to improve security at airports and national points of entry, and to assist 
in their law enforcement efforts? 

Secretary WHITE. I have tasked the Director, DOD Biometrics to meet regularly 
with senior officials at the Federal Aviation Administration, Federal Bureau of In- 
vestigation, Department of State, and Department of Justice to discuss common in- 
terests. Most recently, on October 18, he visited the FBI facility in Clarksburg, West 
Virginia and recently met with security officials in the Federal Aviation Administra- 
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tion. These events focused on identifying opportunities to incorporate biometrics 
technologies to enhance security at airports, national points of entry, and other key 
points of interest for Homeland Security. The DOD Biometrics Management Office 
continues to foster these relationships to leverage lessons learned and exchange 
technical information. 

33. Senator Byrd. Secretary White, biometrics offers the promise of increased 
physical security, computer and communications systems security, and information 
and identity assurance for military and key civilian facilities, such as airports and 
national points of entry. The largest biometrics repository in the world is the Fed- 
eral Bureau of Investigation (FBI) fingerprint center in Clarksburg, West Virginia, 
and nearby is the Department of Defense Interim Biometrics Fusion Center. The 
FBI uses its computerized fingerprint repository to provide identity assurance for 
law enforcement personnel across the Nation and overseas. What plans do you have 
to establish a centralized repository for Department of Defense biometrics data? 

Secretary White. We have developed conceptual models for three databases in- 
cluding: Knowledgebase, Test and Evaluation, and Operations. 

• The Biometrics Knowledgebase will serve as the DOD’s source of informa- 
tion about biometric security, technology, products, test and evaluation re- 
sults, and lessons learned. 

• The Biometrics Test and Evaluation Database will serve as a stand-alone 
database for use by the DOD Biometrics Fusion Center for test and evalua- 
tion activities such as validating COTS and government off-the-shelf 
(GOTS) biometrics technologies, products, and applications. 

• The Biometrics Operations Database (Gold Standard). A study is await- 
ing contract award to define the capabilities and functions of the database. 

The current plan is for the centralized repository to be located at the Biometrics 
Fusion Center in Bridgeport, WV, and to have the Knowledgebase and Test and 
Evaluation databases initial operation capable by March 2002. The study for the 
concept of the Operations database is targeted to begin in March 2002. Following 
review of the study, we will construct milestones for implementation. 

Bottom Line. 

• We are working closely with the FBI Criminal Justice Information Sys- 
tems Division. The Biometrics Fusion Center is located in Bridgeport, WV. 

The FBI activity is located in the adjacent city, Clarksburg, WV. 

• We are working with the West Virginia National Guard Home Land Se- 
curity Facility, located at Camp Dawson, West Virginia. 

• West Virginia University, College of Engineering and Mineral Resources, 
Department of Computer Science and Electrical Engineering is collaborat- 
ing with DOD Biometrics Office to develop the Information Assurance and 
Biometrics Graduate Certificate Program, and Concepts in Biometric Sys- 
tems and Information Assurance Program. 


Questions Submitted by Senator John Warner 

ACQUISITION REFORM 

34. Senator Warner. Secretary White, a central goal of acquisition reform has 
been to leverage the commercial marketplace and attract “non-traditional” commer- 
cial contractors to meet an increasing proportion of DOD’s needs. By overcoming the 
barriers to these companies’ participation in Federal contracts, DOD can tap into 
their expertise and gain innovative new solutions to address the challenges that 
confront our Nation. Despite the efforts of both the legislative and executive 
branches over the last decade, many commercial contractors still express frustration 
with the constraints of governmental contracting rules and regulations. 

In this time of crisis, and particularly with respect to how the biotechnology and 
the information technology industries can help our government wage its current bat- 
tle against terrorism, do you see a need for additional acquisition reform legislation? 
If so, what specific legislative measures do you believe are needed? 

Secretary White. Section 836 of the Fiscal Year 2002 National Defense Authoriza- 
tion Act provides legislative authority that will help in the current battle against 
terrorism. Specifically, it provides that any procurement of biotechnology property 
or services needed to defend against terrorism or biological attack will be considered 
a commercial item, which facilitates its purchase under our regulations. It also in- 
creases the micropurchase threshold and simplified acquisition threshold for pro- 
curements needed to combat terrorism. Finally, paragraph (b) of section 836 re- 
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quires the Department to submit a report to the Committees on Armed Services of 
the Senate and the House of Representatives containing the Secretary’s rec- 
ommendations for additional emergency procurement authority necessary to support 
operations to combat terrorism. The Department is in the process of identifying such 
additional legislative authority and will include them in the report. 

35-38. Senator Warner. [DELETED1. 

Secretary White. [DELETED1. 


Questions Submitted by Senator Strom Thurmond 

COMMANDER IN CHIEF FOR HOMELAND DEFENSE 

39. Senator Thurmond. Secretary White, last year Secretary Cohen said that 
when he first proposed the formation of a “commander in chief for homeland de- 
fense” the idea was controversial. “Immediately there were questions being raised 
as to whether or not this would intrude upon constitutional prohibitions of getting 
our military involved in domestic affairs.” I understand the Department is again 
considering establishing a CINC for Homeland Defense. How do you address the 
constitutional question on getting our military involved in domestic affairs? 

Secretary White. The Posse Comitatus Act (PCA/18 U.S.C. §1385) and DOD Di- 
rective 5525.5, which as a matter of Department of Defense policy extends the re- 
strictions of the PCA to the Navy and the Marine Corps, have for many years en- 
sured that the Armed Forces of the United States only engage in the direct enforce- 
ment of domestic criminal laws under circumstances that are clearly authorized by 
laws of the United States or the Constitution. The Department of Defense histori- 
cally has been reluctant to accept law enforcement missions. There are a number 
of reasons for this reluctance: 

(1) a longstanding distaste on the part of the citizenry for the use of the military 
as a police force; 

(2) a lack of formal training on the part of most servicemembers to engage in do- 
mestic police activities involving functions such as arrest, execution of warrants, 
searches and seizures, and the protection and preservation of evidence; 

(3) an unwillingness within the military to permit servicemembers to undertake 
extensive law enforcement training because such training may well interfere with 
a servicemember’s ability to train for our warfighting mission; and 

(4) a significant concern that the addition of a law enforcement mission to the 
many high demands already shouldered by the Armed Forces in defending the coun- 
try will degenerate or destroy their ability to accomplish their primary mission. 

Over the years, section 1385 has been interpreted to preclude the use of the Army 
or the Air Force to execute the criminal laws of the Nation regardless of whether 
the military was employed as a posse comitatus or simply undertook law enforce- 
ment missions as part of its military duties. Notwithstanding the Department’s re- 
luctance to use the Armed Forces to engage in domestic law enforcement missions, 
the Department has on rare occasions provided such support to civil law enforce- 
ment agencies in emergency situations (e.g., support during riots and insurrections). 
The President has inherent constitutional authority, and longstanding statutory au- 
thorities (e.g., chapter 15 of title 10), to direct the use of the Armed Forces domesti- 
cally in support of the national security interests of the Nation. In addition, follow- 
ing the September 11, 2001 terrorist attacks on the United States, Congress pro- 
vided express statutory authority to the President under Senate Joint Resolution 23 
(S.J. Res. 23, 107th Cong. (2001) (enacted)) to use military force to prevent further 
such attacks. Accordingly, although I understand that a review of the PCA is on- 
going within DOD, I do not believe that the PCA and the Department’s implement- 
ing directives pose an obstacle to the Department when the President determines 
that the Armed Forces must be employed to protect the national security interests 
of the United States. 


ASD HOMELAND DEFENSE 

40. Senator Thurmond. Secretary White, a recommendation of the United States 
Commission on National Security for the 21st century was that a new office of as- 
sistant secretary of defense for homeland security be created to oversee the various 
Department of Defense activities. Does the Department agree and plan to create 
this new position? 

Secretary White. The Secretary of Defense requested that Congress consider a 
new Under Secretary of Defense position for homeland security. In that context, the 
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Secretary asked that I carefully consider how we might reorganize within the De- 
partment of Defense to oversee homeland security activities; this review is ongoing. 

IMPACT ON MILITARY RESPONSIBILITIES 

41. Senator Thurmond. Secretary White, critics of DOD’s involvement in respond- 
ing to incidents of domestic terrorism argue that extensive military involvement in 
domestic matters will distract the DOD from its core missions and may make the 
DOD more like domestic civilian institutions. Consequently, the critics argue that 
this domestic involvement will degrade military professionalism. What are your 
views on this issue? 

Secretary White. The Department of Defense carefully analyzes all requests for 
support to civil authorities and other Federal agencies prior to the commitment of 
resources. These requests are analyzed based on four criteria: scope, duration, ap- 
propriateness (i.e., mission profile), and exit strategy. Those requests that satisfy 
this analysis are then weighed against other obligations and should not detract from 
DOD’s ability to execute its core missions. 

With regard to military professionalism, our soldiers, sailors, airmen, and marines 
pride themselves in their professionalism and their commitment to service. Perform- 
ance expectations for domestic support missions are no different than they are for 
any other mission and servicemen and women will execute their duties with pride 
and professionalism. 


USE OF MILITARY PERSONNEL 

42. Senator Thurmond. Secretary White, Title 10 U.S.C. Section 382, Emergency 
Situations Involving Chemical or Biological Weapons of Mass Destruction and 18 
U.S.C. Section 831, Prohibited Transactions Involving Nuclear Materials, authorize 
the Secretary of Defense to use of military personnel, equipment, and technical as- 
sistance in non-hostile emergency situations that pose a serious threat to the United 
States and its interest. Are you aware of any discussions between the Secretary of 
Defense and the Attorney General that would create a foundation for the rapid en- 
actment of these statutes? 

Secretary White. The Department of Defense and the Department of Justice have 
already established detailed protocols and procedures for these cases and have exer- 
cised them extensively. 


wmd proliferation 

43. Senator Thurmond. Secretary White, current United States Anti-Terrorism 
Policy states that the highest priority shall be given to preventing the acquisition 
of a WMD capability by terrorist groups. Do you believe the Comprehensive Threat 
Reduction programs and related DOE non-proliferation programs are effective tools 
for preventing the acquisition of WMD materials from the former Soviet Union? 

Secretary White. The CTR program is one element of a more extensive program 
designed to keep WMD from being acquired by rogue states and terrorist groups. 
Our efforts to prevent rogue states and terrorist groups from acquiring WMD must 
include: 

• Enhancing our ability and willingness to interdict shipments of nuclear 
weapons related material to countries supporting terrorists; 

• Assisting foreign government in their efforts to control exports or trans- 
shipments of material from or through their territory, and efforts to inter- 
dict WMD-related shipments; 

• Increasing efforts through diplomatic and military channels to enhance 
U.S. nonproliferation objectives; and 

• Focusing the efforts of assistance programs such as the CTR program on 
those areas where we can obtain the highest return. 

We continue to work to make the Department of Defense CTR program and DOE 
nonproliferation programs as effective as possible in assisting the FSU to prevent 
the proliferation of WMD materials in the face of efforts by terrorists, organized 
crime and rogue states to acquire these materials. The two departments are working 
with the states of the FSU to consolidate and secure or destroy nuclear, biological, 
and chemical agents. 
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HOMELAND DEFENSE MISSION 

44. Senator Thurmond. General Pace, last month’s report on the QDR states: “It 
is clear the U.S. forces, including the United States Coast Guard, require more ef- 
fective means, methods, and organizations for performing these missions (home- 
land).” How is the Department addressing these issues? 

General PACE. There will be a number of future changes that will have a direct 
effect on how our forces prepare, train and execute Homeland Security missions. In 
the near term, the Secretary of Defense has designated JFCOM and NORAD as the 
two primary ClNCs responsible for Homeland Security. Long-term solutions will be 
incorporated into ongoing revisions to the UCP. All UCP revisions are approved by 
the President. 


MILITARY HEALTH CARE SUPPORT 

45. Senator Thurmond. General Pace, in February of this year the head of the 
Joint Task Force for Civil Support, Major General Bruce M. Lawlor, agreed with the 
views being expressed that the National Guard and the Reserves could provide med- 
ical support in case of an attack, but he had some reservations. Specifically, he 
pointed out that the Army medical community “has been downsized by as much as 
40 percent,” and “what remains is not organized for domestic support. It is designed 
for combat operations.” What is the state of military healthcare concerning a large- 
scale response to terrorist attacks? 

General PACE. The DOD brings to the table significant assets that can be called 
upon in a national crisis. These assets include specialized medical platforms that 
can be used to provide surveillance, detection, and field laboratory capabilities in 
support of operations in a WMD environment. However, the DOD lacks the capabil- 
ity to provide direct medical treatment and healthcare support for large-scale popu- 
lations requiring a response to terrorist attacks employing chemical, biological, radi- 
ological, nuclear, or high-explosive (CBRNE) agents. 

The military healthcare system is neither equipped, task-organized, nor staffed to 
function in a role of primacy for these types of events either in the homeland de- 
fense scenario, or to support geographic Combatant Commanders in operations over- 
seas. Successful mitigation of a WMD event will be predicated on interagency co- 
ordination and cooperation. The DOD healthcare system will only be part of the 
wider “system” of assets that must be brought to bear in support of our national 
consequence management efforts. 


ROLE IN MONITORING 

46. Senator Thurmond. General Pace, recently the Los Angeles Times ran a story 
that detailed some difficulties the Department faces regarding intelligence sharing. 
Specifically, the article noted that if the National Security Agency were monitoring 
the cell phone calls of a terrorist suspect, surveillance would be required to be 
stopped the moment the suspect reached U.S. soil. The Senate passed the Uniting 
and Strengthening America Act by a vote 96-1 that gives new tools to law enforce- 
ment to combat terrorism. Will the DOD benefit or, more specifically, be able to uti- 
lize the provisions articulated in this bill to provide asset and intelligence sharing 
with Federal law enforcement? 

General PACE. Yes, the Uniting and Strengthening America Act allows the DOD 
to receive more and better information on terrorism from U.S. law enforcement. For 
example, the provision to allow grand jury information to be shared among Federal 
officials, to include intelligence officers, is a strength that will improve DOD’s ability 
to fight the global war on terrorism. 


NATIONAL GUARD SUPPORT 

47. Senator Thurmond. General Kernan, according to the U.S. Commission on 
National Security for the 21st century, the National Guard and associated Guard 
Response Teams are “vital to creating an effective national response ability” for 
Homeland Defense. As such, the report recommends that the National Guard “plan 
for rapid interstate support and reinforcement,” and “develop an overseas capability 
for international humanitarian assistance and disaster relief.” Unfortunately, I have 
been informed by National Guard officials that there is no current mobilization plan 
to bring regional teams from other states to the site of multiple attacks. There is 
no plan to respond to multiple attacks within a large single urban area and due 
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to the high operational tempo of the Air Force, “there is no military airlift support 
available for domestic mission training scenarios.” Is this accurate? 

General Keenan. U.S. Joint Forces Command and our Army and Air Force com- 
ponents are working with our assigned units, the Services, the Joint Staff, and the 
National Guard Bureau to improve responsiveness and coordination and formalize 
the process. In this regard, I have met with Lt. Gen. Russ Davis, Chief of the Na- 
tional Guard Bureau, on a number of occasions and with several state Adjutant 
Generals. One result of these meetings is a combined Joint Forces Command-Na- 
tional Guard Bureau initiated general officer steering committee, comprising all in- 
volved active, National Guard, and Reserve organizations, to further develop the col- 
lective way ahead. 

Airlift issues are the responsibility of U.S. Transportation Command. I would note 
that U.S. Transportation Command’s support of our Homeland Security Ready Reac- 
tion Force exercises has been superb. In coordination with U.S. Transportation Com- 
mand, C-130 aircraft have been allocated on a regional basis and placed on high 
alert to rapidly transport those Ready Reaction Forces throughout the United 
States. 


MORTUARY SUPPORT 

48. Senator Thurmond. General Kernan, the head of the Joint Task Force for 
Civil Support, Major General Bruce M. Lawlor, addressed a major problem that he 
feels is a significant gap in the current organizational make-up of the national re- 
sponse plan — dealing with the grim problem of the victims. He stated that the Civil 
Support Teams “could not cope with collecting and burying possibly hundreds, if not 
thousands of dead bodies,” not to mention the “host of legal and religious issues” 
involved in dealing with these victims and he warns that “there is currently only 
one mortuary affairs company on active duty and one in Reserve.” What steps is 
the Department taking to address this shortfall? 

General Kernan. The Weapons of Mass Destruction-Civil Support Teams are Na- 
tional Guard assets that are manned by their respective states, and trained and 
equipped by the National Guard Bureau. These teams immediately deploy to the in- 
cident site to assess an incident, advise civilian responders regarding appropriate 
actions, and facilitate requests for assistance to expedite the arrival of follow-on per- 
sonnel and assets to help save lives, prevent human suffering, and mitigate property 
damage. 

The primary responsibility for collecting and disposition of bodies rests with the 
state and local coroner. If requested, military assistance to civil authorities could 
include mortuary affairs. Joint Forces Command has combatant command over 
three mortuary affairs units, the 54th Mortuary Affairs Company in the Active com- 
ponent and the 311th and 246th companies in the Reserve component. Both the 
54th and 311th have supported post 11 September recovery operations at the Penta- 
gon. Assets from the 246th augmented the 311th and the 246th is in the process 
of being re-manned. These units exist to support combat operations, but may be em- 
ployed when a request for assistance is received from the lead Federal agency and 
approved by the Department of Defense. For example, in the aftermath of the Okla- 
homa City bombing, the 54th effectively assisted the medical examiner, the respon- 
sible local agency, in processing remains. In wartime, a fully manned mortuary af- 
fairs company can process up to 400 remains per day, though actual capacity will 
vary based on the situation. It is important to remember that there are many pri- 
vate, local, and state first responders who will do the bulk of this difficult but nec- 
essary work. We have certainly seen that in New York City since 11 September. 


Questions Submitted by Senator Jeff Sessions 

DONOVAN TRANSPORTABLE DETONATION CHAMBER 

49. Senator Sessions. Secretary White, in your positions as Secretary of the Army 
and Interim Department of Defense Executive Agent for Homeland Security, have 
you considered the need for technology such as the Donovan Transportable Detona- 
tion Chamber (DTDC)? 

Secretary White. As the Interim Department of Defense Executive Agent for 
Homeland Security, I am continually looking for tools to respond to situations in- 
volving threats to homeland security. I am especially interested in technology devel- 
oped in the private sector for it portends a great benefit to the U.S. taxpayer. Over 
the past several months, I have received a considerable amount of information on 
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the Donovan Transportable Detonation Chamber and share your interest in pursu- 
ing its potential here in the United States. 

50. Senator Sessions. Secretary White, I have been told the DTDC is a promising 
tool to meet the need for explosive and chemical bomb destruction devices. I under- 
stand that this technology is awaiting Army validation. I request that you have the 
DTDC reviewed and its validation decision be made as soon as is possible. Once the 
review has been made have your staff report its findings to my office. 

Secretary White. The DTDC has been approved for the destruction of conven- 
tional munitions and other high-explosive devices. Additionally, the U.S. Army is 
providing technical assistance to the Royal Military Academy of Belgium in support 
of their efforts to evaluate the potential of the Donovan Chamber for destroying re- 
covered chemical munitions. We are awaiting the results of the Phase I and Phase 
II tests in Belgium to determine if we should move forward here in the United 
States. Once our review has been completed, I will have my staff report their find- 
ings to your office. 

[Whereupon, at 4:42 p.m., the committee adjourned.] 
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